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DOVECOT

Nextcloud has a fantastic mail-app that can be
used as a web interface for most e-mail
providers. And of course, if you are running
Nextcloud, you might want to host your own
imap and smtp servers as well. In this blog
post | will describe how you can set up and
configure dovecot and postfix as redundant
imap and smtp servers and how you can
integrate them with Nextclouds app-password
database so you get all user management for
free and your users can have self service
password management.
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Using Nextcloud mail with SSO-
accounts

® Configuring Nextcloud

Architectural overview

To get this working you will need a minimum of two servers, where you can run docker containers. You will also need the ability to configure two (sub)
domains for use with your e-mail services. In this example we will set up imap.example.com and smtp.example.com on four servers, that means you
should replace any instance of 'example.com' below with your own domain:

. imapl.example.com
. imap2.example.com
. smtpl.example.com
. smtp2.example.com
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If you are so inclined, you cound of course consolidate this to only two servers, e.g.

® maill.example.com
® mail2.example.com

We will use docker-compose to manage the containers.

You will also need some kind of loadbalancing, that can load balance on tcp ports to get high availability for this set up. One option is to use round
robin dns or even have one of the servers be a hot standby that you can switch to by updating the dns record (make sure you have a short TTL set for
your dns records in that case). | will not go in to a lot of details on how you can set up load balancing, but you should be able use your favourite
solution for this.

The same thing is assumed for certificates, you need to have a certificate called /opt/dovecot/certs/imap.example.com/fullchain.pem and a key
called /opt/dovecot/certs/imap.example.com/privkey.pem on the imap servers, and similarly a certificate called /opt/postfix/certs/smtp.example.

com/fullchain.pem and a key called /opt/postfix/certs/smtp.example.com/privkey.pem on the smtp servers. | will not cover how to get them and
how to distribute them to your server here, but | encourage you to look at certbot if you don't know where to go from there.

Companion docker containers
SUNET builds two container images from these repositories, that can be used with this guide:

® https://github.com/SUNET/dovecot-Ida-docker
® https://github.com/SUNET/postfix-docker

These images can be pulled from:

® docker.sunet.se/mail/dovecot
® docker.sunet.se/mail/postfix

Common configuration
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This guide will assume you are running Debian 12 on your machines, but you should be able to adjust the commands here to any modern linux distro.
At SUNET we use a rather fancy puppet setup to manage our servers, but | will describe installation commands using apt command line syntax below.
In general you will need to be root for these commands, so either prefix with sudo or make sure you are running as the root user. The first thing we
need is docker and docker-compose:

# apt update & apt install docker.io docker-conpose

This needs to be done on all servers.

Dovecot

This needs to be done on imapl.example.com and imap2.example.com.

Next we will set up dovecot. Let's first create a directory structure on our host:

# nkdir -p /opt/dovecot/{certs, config, mail,ssntp}

Next create the file /opt/dovecot/docker-compose.yml with the following content:

Jopt/dovecot/docker-compose.yml

version: "3.7"
servi ces:
dovecot :
i mage: docker.sunet.se/ mail/dovecot: SUNET-1
vol unes:
- [ opt/dovecot/ssntp/ssntp.conf:/etc/ssntp/ssntp.conf
- /opt/dovecot/config:/etc/dovecot/
- /opt/dovecot/mail:/var/mail/
- /opt/dovecot/certs/:/certs

comrand:
- [usr/sbin/dovecot
- -F
ports:
- "24:24"
- "143: 143"
- 993:993
- 4190: 4190

- 12345: 12345
- 12346: 12346
restart: always

Next you will need some dovecot configuration:

/opt/dovecot/config/dovecot.conf

mai | _home=/srv/mail/%u

mai | _| ocation=maildir:/var/mail/vhosts/ %/ %/
mai | _privileged_group = mail

| og_pat h=/ dev/ st dout

first_valid_uid=8

post mast er _address = post nmast er @xanpl e. com
sendmai | _path = /usr/sbin/ssntp

nanmespace inbox {
i nbox = yes
separator =/
mai | box Drafts {
special _use = \Drafts
auto = subscribe

}

mai | box Junk {
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speci al _use = \Junk
auto = subscri be

}

mai | box Trash {
speci al _use = \Trash
auto = subscribe

}

mai | box Sent {
speci al _use = \ Sent
auto = subscri be

}

mai | box "Sent Messages" {
speci al _use = \ Sent
auto = subscri be

}

}

protocols = imap I nmtp sieve

service Intp {
inet_listener Imp {
address = 0.0.0.0 :
port = 24

}

mai | _plugins = nail _plugins notify replication
protocol Intp {
mai | _plugins = mail _plugins sieve
}
protocol sieve {
nmei | _debug = yes
managesi eve_nmax_l i ne_l ength = 65536

}

service managesi eve-login {
inet_listener sieve {

port = 4190
ssl = yes
}
service_count =1

}

servi ce nanagesi eve {
process_linmt = 256

}
plugin {
sieve = ~/.dovecot. sieve
si eve_gl obal _path = /var/lib/dovecot/sievel/default.sieve
sieve_dir = ~/sieve
sieve_global _dir = /var/lib/dovecot/sieve/
si eve_extensions = +vacation-seconds
si eve_gl obal _ext ensi ons = +vnd. dovecot . pi pe
sieve_pi pe_bin_dir = /etc/dovecot/sieve
si eve_plugins = sieve_i mapsi eve si eve_ext prograns
si eve_vacation_default _period = 7d
si eve_vacati on_max_peri od = 30d
si eve_vacation_m n_period = 1d
}

aut h_nechani snms = plain login
aut h_usernanme_format = %
passdb {
args = password=<a secret you need for nextcloud goes here> all ow _nets=<a comma separated |ist of your
nextcl oud servers goes here>
driver = static

}

passdb {



driver = lua
args = file=/etc/dovecot/nextcloud-auth.lua

}
userdb {

driver = sql

args = /etc/dovecot/dovecot -sql . conf
}

service auth {

inet_listener {
port = 12346

}

}

aut h_debug = yes
aut h_verbose = yes

ssl =yes
ssl _cert=</certs/imap. exanpl e. coni ful | chai n. pem
ssl _key=</certs/imap. exanpl e. conl pri vkey. pem

doveadm password = <a shared secret for replicating between the two servers goes here>
service replicator {
process_mn_avail =1
}
service aggregator {
fifo_listener replication-notify-fifo {

user = nail

}

uni x_l i stener replication-notify {
user = nail

}

}

servi ce doveadm {
inet_listener {
port = 12345

}
}
plugin {

mail _replica = tcp:<host nane of the partner server goes here>: 12345
}

/opt/dovecot/config/dovecot-sql.conf

driver = nysql
connect = host=<dat abase host nane goes here> dbname=<next cl oud dat abase name goes here> user=<nextcl oud db
user > passwor d=<next cl oud db password>

user_query = SELECT '%"' as usernane, 'mail' as uid, 'mail' as gid, '/var/mail/vhosts/exanple.conl %' as
horme, 'nmildir:/var/nail/vhosts/exanple.com%/' as mail;

iterate_query = SELECT UNI QUE( REPLACE(val ue, '@xanple.com, '')) AS usernane, 'exanple.conl as domain FROM
oc_accounts_data WHERE nanme = 'emai|' AND val ue LI KE ' %&xanpl e. coni ;

The lua script below will do the actual validation of app passwords, but in stead of implementing sha512 in lua, we will just call out to php and do the
exact same thing Nextcloud does when validating app passwords.

This is the one place where you can not have multiple database servers configured, so if you want High Availabilty for this part, you will need to look
in roxysql. You could for instance run proxysqgl locally in docker on the imap server, and then connect to that container from the lua script to gain
high availability.


https://proxysql.com/

Jopt/dovecot/config/nextcloud-auth.lua

function auth_passdb_| ookup(req)

Get the hash out using php

local salt = "<the salt from config. php>"

local command = "php -r " .. "'print(hash(" .. '"shab512","' .. req.password .. salt .. """ .. "));'"
I ocal handle = assert (i o.popen(command))

| ocal hash = handl e:read("*a")

handl e: cl ose()

Cet the stored app passwords from Nextcl oud

| ocal db = '<next cl oud dat abase nane goes here>'

| ocal user = '<nextcl oud db user>'

| ocal password = '<nextcloud db password>'

| ocal db_server = '<database hostnane goes here>'

| ocal nysql = require "luasql.nysqgl"

-- Adjust the query below so that you can find your users if the don't have usernanes |ike user@xanpl e.com
| ocal query = "SELECT token FROM oc_aut ht oken where uid ="'" .. req.user .. "@xanple.com"
|l ocal env = assert(nmysql.nysql())

I ocal conn = assert(env: connect (db, user, password, db_server))

| ocal cur = assert (conn: execut e(query))

| ocal row = cur:fetch({}, "a")

whil e row do
| ocal token = row. token
if token == hash then

end

return dovecot. aut h. PASSDB_RESULT_OK, "password=" .. req.password

end
row = cur:fetch(row, "a")

return dovecot. aut h. PASSDB_RESULT _USER_UNKNOWN, "no such user"

end

/opt/dovecot/config/ssmtp.conf

r oot =post nast er

mai | hub=snt p. exanpl e. com 25

rewr it eDomai n=exanpl e. com

host nane=<host nanme of current inmap server>

The configuration in <brackets> in the configuration needs to be replaced with actual values:

<a secret you need for nextcloud goes here> This is your master password you need for confguring in Nextcloud, you can generate
a strong and complicated password for this

<a comma separated list of your nextcloud servers goes here> Any ip address mentioned here can access any email using the
master password above

<a shared secret for replicating between the two servers goes here> This is the authentication token used for replication between
the two imap servers, you can generate a strong and complicated password for this

<database hostname goes here> The host name of the nextcloud database server, the host = stanza can be repeted in the dovecot-
sql.conf file (but not in the lua-script) if you have multiple database hosts in a cluster

® <nextcloud database name goes here> The name of the nextcloud database, usually next cl oud
® <nextcloud db user> The name of your nextcloud database user
® <nextcloud db password> The password of your nextcloud database user
® <host name of the partner server goes here> This is the other servers host name, i.e. imap2.example.com or imapl.example.com
® <the salt from config.php> This is a secret generated by nextcloud and stored in config.php that you need to share with your imap
servers
® <host name of current imap server> This is this servers host name, i.e. imapl.example.com or imap2.example.com
Postfix

This needs to be done on smtpl.example.com and smtp2.example.com.

First create the required directory structure:



# nkdir -p /opt/postfix/{certs, config}

Now create /opt/postfix/docker-compose.yml

/opt/postfix/docker-compose.yml

version: "3.7"
services:
post fi x:
i mage: docker.sunet.se/ mail/postfix: SUNET-1
vol unes:
- /opt/postfix/config:/config
- /opt/postfix/certs/:/certs
command:
- [start.sh
ports:
" 25: 25"
- 587:587
restart: always

Then create the /opt/postfix/config/main.cf file:

maillog_file = /dev/stdout

snt pd_banner = $nyhost name ESMIP $nmi | _name (Debi an/ G\U)

biff = no

append_dot _mydonai n = no

readne_directory = no

conpatibility_level = 3.6
smpd_tls_cert_file=/certs/sntp.exanple.conlfullchain.pem
smpd_tls_key file=/certs/sntp.exanple.conl privkey.pem
smpd_tls_security_| evel =may

sntp_tls_CApath=/etc/ssl/certs

smp_tls_security_|evel =may

sntp_tls_session_cache_dat abase = btree: ${data_directory}/snt p_scache
sntpd_relay_restrictions = permt_nynetworks permit_sasl_authenticated defer_unauth_destination
smtpd_client_restrictions = permt_nynetworks

myhost nane = <current sntp hostnane goes here>

alias_maps = hash:/etc/aliases

al i as_dat abase = hash:/etc/aliases

vi rtual _nai | box_domai ns = nysql :/confi g/ nysql - vi rtual - mai | box- donai ns. cf
virtual _mai | box_maps = nysql :/ confi g/ nysql -virtual - mai | box- maps. cf
nydestinati on = $nyhostnane, |ocal host. | ocal domain, |ocal host

nynetworks = 127.0.0.0/8 [::ffff:127.0.0.0]/104 [::1]/128 <ip address of imap servers goes here>
mai | box_size_limt =0

recipient_delimter = +

inet_interfaces = all

inet_protocols = all

rel ayhost = <a comma seprated list of relay servers>

st pd_sasl _type = dovecot

smt pd_sasl _path = inet:imp. exanpl e. com 12346

snt pd_sasl _aut h_enabl e = yes

virtual _transport = | ntp:imp. exanpl e.com 24

Add the /opt/postfix/config/master.cf file



lopt/postfix/config/master.cf

sntp inet n - n - - snt pd
submi ssion inet n - n - - snt pd
-0 sysl og_nanme=post fi x/ submi ssi on
-0 sntpd_tls_security_|evel =encrypt
-0 sntpd_sasl _aut h_enabl e=yes
-0 sntpd_tls_auth_only=yes
-0 sntpd_reject_unlisted_recipient=no

pi ckup unix n - n 60 1 pi ckup
cl eanup unix n - n - 0 cl eanup
qngr unix n - n 300 1 qngr
tlsngr uni x - - n 10007 1 tlsngr
rewite uni x - - n - - trivial-rewite
bounce uni x - - n - 0 bounce
def er uni x - - n - 0 bounce
trace uni x - - n - 0 bounce
verify uni x - - n - 1 verify
flush unix n - n 10007 0 flush
proxymap unix - - n - - pr oxymap
proxywite unix - - n - 1 pr oxymap
smp uni x - - n - - smp
rel ay uni x - - n - - smtp
-0 sysl og_nanme=postfi x/ $servi ce_name

showg unix n - n - - showg
error uni x - - n - - error
retry uni x - - n - - error
di scard uni x - - n - - di scard
| ocal uni x - n n - - | ocal
vi rtual uni x - n n - - vi rtual
Inmtp uni x - - n - - Inmtp
anvi | uni x - - n - 1 anvi |
scache uni x - - n - 1 scache
post| og uni x-dgramn - n - 1 post | ogd
mai ldrop unix - n n - - pi pe

fl ags=DRXxhu user=vmai| argv=/usr/bin/maildrop -d ${recipient}
uucp uni x - n n - - pi pe

fl ags=Fghu user=uucp argv=uux -r -n -z -a$sender - $nexthop!rmail (%$recipient)
ifmail uni x - n n - - pi pe

flags=F user=ftn argv=/usr/lib/ifmail/ifmail -r $nexthop ($recipient)
bsnt p uni x - n n - - pi pe

flags=Fq. user=bsntp argv=/usr/lib/bsntp/bsntp -t$nexthop -f$sender $recipient
scal enui | - backend uni x - n n - 2 pi pe

fl ags=R user=scal emai | argv=/usr/lib/scal email/bin/scal email-store ${nexthop} ${user} ${extension}
mai | man uni x - n n - - pi pe

flags=FRX user=list argv=/usr/lib/nail man/bin/postfix-to-mailman. py ${next hop} ${user}

Add the/opt/postfix/config/mysgl-virtual-mailbox-domains.cf file

lopt/postfix/config/mysql-virtual-mailbox-domains.cf

user = <nextcloud db user>

password = <nextcloud db password>

hosts = <nextcl oud db hosts>

dbnane = <nextcloud db nanme>

query = SELECT 1 WHERE ' exanple.coml ="'9%'

lopt/postfix/config/mysql-virtual-mailbox-maps.cf

user = <nextcloud db user>

password = <nextcloud db password>

hosts = <nextcl oud db host s>

dbnane = <nextcloud db nanme>

query = SELECT UNI QUE(1) FROM oc_accounts_data WHERE val ue=" %' and nanme = 'enail’



The configuration in <brackets> in the configuration needs to be replaced with actual values:

<ip address of imap servers goes here> add the ip addresses space separated here to allow them to send vacation responders and
such

<a comma seprated list of relay servers> if you are using any relay servers to send your emails add them here

<nextcloud db user> User name of the Nextcloud db user

<nextcloud db password> Password of the Nextcloud db user

<nextcloud db hosts> A space separated list of database servers for Nextcloud (if you have more than one, otherwise just the one
then)

<nextcloud db name> The name of the Nextcloud database

Using Nextcloud mail with SSO-accounts

It is currently not possible to use the Nextcloud mail app with accounts that have logged in using Single Sign On. That is because Nextcloud expects
the Nextcloud password to be used for authenticating against the email server (unless you have a gmail or outlook account with ouath set up).
However, that is about to change. | have written a PR for the Nextcloud mail app that allows you set a "master password" for the provisioned
accounts, when that PR is merged it will be possible to use the Nextcloud mail app with the configuration in this guide.

Configuring Nextcloud

Make sure you enable the mail app in Nextcloud , as an administrator you should then be able to create a "provisioning" in Admin settings
Groupware. Note that in this screen shot we are running the patched version that can use master passwords.


https://github.com/nextcloud/mail/pull/8917
https://apps.nextcloud.com/apps/mail
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With the settings above, the app will create account

settings in the following way:

General
Provisioning domain®
[ example.com ]
Email address template*
[ YEMAIL% ]
IMAP  User*
[ YHEMAILY ]
Host Port
[ imap.example.com ][ 143 ]
STARTTLS
SMTP  User*
[ YHEMAILY ]
Host Port
[ smtp.example.com ][ 587 ]
STARTTLS
Master Use master password
p ord

Sieve

LDAP aliases
integration

ssssssasssssssannan | | Master password

Enable sieve integration
User*

[ WEMAILY ]

Host Port

Jloo )

[ imap.example.com

[ Enable LDAP aliases integration
The LDAP aliases integration reads an attribute

from the configured LDAP directory to provision
email aliases.

LDAP attribute for aliases*

( )

A multi value attribute to provision email aliases.

For each value an alias is created. Aliases
existing in Nextcloud which are not in the LDAP

uid=user123

Domain Match: example.com

Email:

IMAP: on imap.example.com:143 (tls
encryption)

SMTP: on smtp.example.com:587 (ils
encryption)

Sieve: on imap.example.com:4190 (ssl
encryption)

uid=user321 email=user@domain.com
Domain Match: example.com

Email: user@domain.com

IMAP: user@domain.com on
imap.example.com:143 (tls encryption)
SMTP: user@domain.com on
smtp.example.com:587 (tls encryption)
Sieve: user@domain.com on
imap.example.com:4190 (ssl encryption)




	Setting up redundant mail servers and integrate with Nextcloud mail app
	Architectural overview
	Companion docker containers
	Common configuration
	Dovecot
	Postfix
	Using Nextcloud mail with SSO-accounts
	Configuring Nextcloud


