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• Multifactor Authentication
• Why it sounds easy, but is hard to implement

• Nextcloud step-up authentication

• IdP-implementation

• EduID-implementation

• Integration with SND/Doris
• How would an ideal integration look like?

• Comparison with other services (Harvard 
Dataverse, Zenodo)

• Office-integration

• Other features
• Monitoring

• Compute-integration

• edusign

• Storage incident
• What happened during the incident?

• Resolution and Outcomes

• Replication of data

• Backup, backup, backup

Sunet Drive – Now and Then
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• Multifactor Authentication
• Security technology that requires 

multiple methods of authentication 
from independent categories of 
credentials

• Examples: SMS, TOTP (Authenticator 
app), U2F (Yubikey)

MFA – What is MFA?
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• Multiple technologies
• SMS

• TOTP (Authenticator app)

• U2F Device (Yubikey)

• Other (Mail, proprietary)

• Who implements MFA?
• Identity provider

• Service provider

• Both (?)

• Requires administration
• Lost or stolen devices

• Remove/Reenable MFA

• Identity providers
• Must implement MFA individually

• Different technologies for 
different IdPs

• Service providers

• Can enforce same MFA 

technology for all

• Could turn Two-factor into Three-

factor if IdP has added factor

MFA – Why is it complex?
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• Current state:

• Either SAML/SSO-login or local login 
(non-SSO)

• IdP must implement MFA in first case

• MFA can be added in second case

• No support for “Step-up Authentication”

Step-up Authentication: Add MFA 

independently from whether an IdP has 
MFA or not. Could result in “Three-
factor”-Authentication.

Sunet Drive Requirements

• MUST support both MFA and non-MFA logins

• MUST have control over MFA- and non-MFA-

areas

• MUST prevent other sharing for MFA-only areas

• SHOULD be easy to administrate

Nextcloud and MFA
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• Current state:

• Either SAML/SSO-login or local login (non-
SSO)

• IdP must implement MFA in first case

• MFA can be added in second case

• No support for “Step-up Authentication”

Step-up Authentication: Add MFA to 

existing login-method. Could result in 
“Three-factor”-Authentication.

Sunet Drive Requirements

• MUST support both MFA and non-MFA logins

• MUST have control over MFA- and non-MFA-

areas

• MUST prevent other sharing for MFA-only areas

• SHOULD be easy to administrate

• SHOULD be easy to use

Conclusion: MFA for Sunet Drive requires custom development for a proper implementation.

Nextcloud and MFA
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Harvard Dataverse/Zenodo
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SND/Doris Integration
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• OnlyOffice
• (Relatively) easy to set up for single 

instance

• Needs to scale to large instance

• License cost

• Collabora
• More complex setup

• License cost

• MS Office online
• Medium complexity to set up

• Unclear licensing situation

• Microsoft…

Office Integration
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• Monitoring

• Relatively easy requirements

• Gets complex when 
considering individual 
monitoring setups

• Compute Integration

• Run computations on top of 
Sunet Drive storage

• Unclear requirements

• Will require a lot of “trial and 
error”

Monitoring and Compute Integration
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• Simple and straightforward 
web application

• Requires 
connection/integration with 

Nextcloud

• https://edusign.sunet.se/

eduSign
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Before the incident, the cluster contained about 9 million objects. When the incident occurred, 
another customer had uploaded 680 million objects.

Storage incident
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Resolution and Outcomes
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Replication of data
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Backup, backup, backup!

https://wiki.sunet.se/display/Drive/Sunet+Drive
https://wiki.sunet.se/display/Drive/Lagringsincident+sommar+2021

https://wiki.sunet.se/display/Drive/Lagringsincident+sommar+2021
https://wiki.sunet.se/display/Drive/Lagringsincident+sommar+2021


Sunet Drive – Sunetdagarna – 2021-10-27

• Contact anders@sunet.se or freitag@sunet.se

• Test-run using pilot.drive with S3-buckets and more data

• Provision nodes for test and production

• Regular feedback- and training-sessions

Contact

mailto:anders@sunet.se
mailto:freitag@sunet.se
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Anders Nilsson

Kontaktansvarig för tjänsterna Backup, Lagring och Virtuella servrar

anders@sunet.se

Richard Freitag

Projektledare

freitag@sunet.se

Other questions?

mailto:anders@sunet.se
mailto:freitag@sunet.se

