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MISP 101

● Åtkomst
● Samlade IOC:er från Threatfeed och det vi bidrar med

○ Statistik på våra egna bidrag
● (Automatisk) korrelering av olika attribut

○ Exempel på det (Historik)
● IOC-lookup
● Automation

○ REST API för att exportera data
○ Äldre API finns för att exportera tex. Zeek-format

● Hur vill ni använda MISP/datat?
● Framtid



MISP åtkomst?

https://wiki.sunet.se/display/SUNETCERT/MISP

Åtkomst

För att kunna nyttja tjänsten måste man vara SWAMID-medlem och ha en IdP (det är endast federerad inloggning 
till MISP-instansen). För att få sitt inloggningskonto aktiverat i MISP-instansen måsta du först logga in en gång (via 
https://misp.cert.sunet.se) och sedan meddela din IRT-ansvarige ditt eget EPPN (format: uid@realm), så att hen 
kan aktivera kontot.

https://wiki.sunet.se/display/SUNETCERT/MISP
https://misp.cert.sunet.se.
https://misp.cert.sunet.se.
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MISP data

Ex. 
Kika på vad LU (Lunds Universitets IRT) rapporterat in i MISP:
https://misp.cert.sunet.se/organisations/view/77

Kika på Talos (Cisco) rapporterade data i MISP: 
https://misp.cert.sunet.se/organisations/view/427 

https://misp.cert.sunet.se/organisations/view/77
https://misp.cert.sunet.se/organisations/view/427


MISP data (historik)

Inrapporterade attributen med flest antal korrelaringar: 

IP-adress: 185.176.27.26(/24)   (sågs senast 2020)
Filnamn: a.exe
Domännamn: ptr.ruvds.com    (sågs senast 2018)
Malware-namn: Dridex
CVE: CVE-2012-0158
APT: APT28   (sågs senast 2020)
ASN: AS44901 BELCLOUD   (sågs senast 2019)
Hash: f34d5f2d4577ed6d9ceec516c1f5a744



IOC-Lookup

“MISP made easy”:

https://IOC-Lookup.sunet.se

https://ioc-lookup.sunet.se


IOC-Lookup



MISP attribut (sökbara)



MISP Automation

Din resa börjar här:

https://misp.cert.sunet.se/events/automation

https://misp.cert.sunet.se/events/automation


MISP Automation

Sök ut och exportera datat i färdiga format:
- CSV
- JSON
- Snort
- Suricata
- XML



MISP Automation

% curl -s -H "Accept: application/json" -H 
"Content-type: application/json" -H 
"Authorization: USER_AUTH_KEY_GOES_HERE" -X POST 
https://misp.cert.sunet.se/attributes/restSearch 
-d 
'{"returnFormat":"csv","type":["domain","hostnam
e","ip-dst|port","ip-src|port"],"tags":["!OUTDAT
ED","Cobalt 
Strike"],"last":"14d","to_ids":"true"}' 

https://misp.cert.sunet.se/attributes/restSearch


"5eea90e2-556b-4250-afa4-12ce2d721240",90590,"Network activity","hostname","cs.qaxqax.xyz","On port 8443",1,1650371931,"","","","",""

"412e60ac-5f7e-4f15-b52e-f6ee246e8b24",90590,"Network activity","hostname","www.flash-com.tk","On port 8443",1,1650371932,"","","","",""

"e1821586-bf7c-4a68-85ad-d943948ff3fd",90590,"Network activity","hostname","ns1.d2efeg4h4.com","On port 80",1,1650371932,"","","","",""

"bb3bce30-bd3b-48e4-baa6-469ba27f95d2",90590,"Network activity","hostname","xyz.moonmu.isasecret.com","On port 99",1,1650371933,"","","","",""

"fe18f3d7-584b-4cf5-ae01-26435610d0e5",90590,"Network activity","hostname","update.releasemyapps.com","On port 1443",1,1650371933,"","","","",""

"06a4e55c-67c7-4a09-9acb-0d63ea53321c",90590,"Network activity","hostname","abc.flash-com.tk","On port 8443",1,1650371933,"","","","",""

"d7657187-0734-4ec4-9847-58a95a3ebefb",90590,"Network activity","hostname","cc.peakyblinders.uk","On port 8080",1,1650371933,"","","","",""

"8a0b6550-3201-443e-9ed1-4c29a7160a10",90590,"Network activity","hostname","zh.h365sf.tk","On port 443",1,1650371933,"","","","",""

"b446969b-2130-4ef8-b338-7c1dcbe4b75e",90590,"Network activity","hostname","www.generalconsolidated.com","On port 443",1,1650371933,"","","","",""

"5937ce98-17ee-4ff1-af4e-121cf74ebbed",90590,"Network activity","hostname","jt.tnnd.ml","On port 2087",1,1650371933,"","","","",""

"01ad5e61-27e5-4a7e-b708-296fb9a93ca9",90590,"Network activity","hostname","c2.eduazure.gq","On port 20041",1,1650371933,"","","","",""

"492786bd-fdf7-4bb7-8a8c-afe1f8056bd7",90590,"Network activity","hostname","update.chaitin.cc","On port 2087",1,1650371933,"","","","",""

"540497c6-d454-4bf6-a5c6-d258cee11c01",90590,"Network activity","hostname","combo.sechack.online","On port 443",1,1650371934,"","","","",""

"0bbf15dc-5f52-4b24-a755-a682325c18ad",90590,"Network activity","hostname","www.klycnmik.com","On port 443",1,1650371934,"","","","",""

"d22ef603-7448-4677-b6e5-84179a9dae48",90590,"Network activity","hostname","downloads.lastupdatebd.com","On port 1080",1,1650371935,"","","","",""

"082692e4-d7c0-411b-9c53-6b25267441c4",90590,"Network activity","hostname","zx.mylovelylab.com","On port 443",1,1650371935,"","","","",""

"5fb1c86a-6390-4603-b1af-adf094b34f42",90590,"Network activity","hostname","xc.mylovelylab.com","On port 443",1,1650371935,"","","","",""

"3266a456-4944-4b00-a0ca-3651a40d2844",90590,"Network activity","hostname","cv.mylovelylab.com","On port 443",1,1650371935,"","","","",""

"ae522615-0b73-4312-b333-25009e9b2c77",90590,"Network activity","hostname","cv.sharedresourcesltd.com","On port 443",1,1650371935,"","","","",""

"e23be8c9-8ec2-40d4-b126-5e63e7fb5ed8",90590,"Network activity","hostname","xc.sharedresourcesltd.com","On port 443",1,1650371935,"","","","",""

"707ab87b-5857-4895-bff2-b2c2ab6b2660",90590,"Network activity","hostname","zx.sharedresourcesltd.com","On port 443",1,1650371935,"","","","",""

MISP Automation



MISP Automation

Använd PyMISP

pettai@dator:~% pip3 install PyMISP



MISP Automation
misp_url = 'https://misp.cert.sunet.se/attributes/restSearch'

misp_key = 'USER_TOKEN_GOES_HERE'

misp_verifycert = False

relative_path = ''

body = '{ "returnFormat": "csv", "type": ["domain", "hostname","ip-dst|port","ip-src|port"], "tags": 
["!OUTDATED", “Cobolt Strike”], "last": "14d", "enforceWarninglist": "true

", "to_ids": "true" }'

from pymisp import PyMISP

misp = PyMISP(misp_url, misp_key, misp_verifycert)

misp.direct_call(relative_path, body)

with open('cobolt-strike.csv, 'w', encoding='UTF-8') as file:

   file.write(str(misp.direct_call(relative_path, body)))



MISP Framtid

Vad vill du använda MISP/datat till?
På vilket sätt?
…



MISP Framtid

● Uppdatera nuvarande miljö (nytt DC)
● Ny MISP (striktare intag av data)

○ Mer indata via automation
○ Nya användare
○ Utbyte med bla SIKT

● Nuvarande MISP lever kvar med historiskt data…


