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a Contracts with the Trust Framework Provider for implementing requirements set by Policymakers
—p Other agreements potentially affected by requirements set by Policymakers
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Sdakerhetsnivder

The levels of trust associated with a
credential as measured by the

O associated technology,
O processes, and
O policy and

O practice statements controlling the operational
environment.
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ldentity Assurance Framework: Service

Assessment Criteria

e Common Organizational Service
Assessment Criteria

e Identity Proofing Service Assessment
Criteria

* Credential Management Service
Assessment Criteria
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ALT_CO_ESM#020

Established service

* Be tully operational in all areas described
in the assessment package submitted for
assessment.

e FOr AL1 kravs att IdPn ar ett

produktionssystem som uppfyller
SWAMIDs IdM-checklista.




AL1_CM_CTR#020

Protocol threat risk assessment and controls

e Account for at least the following protocol
threats and apply appropriate controls: on-line

guessing attack against a selected user/password
is at least 1 in 210 (1,024)

e password guessing, such that the resistance to
an on-line guessing attack against a selected
user/password is at least 1 in 210 (1,024)

* message replay

* Beskriv lI6senordsentropi >= 210 samt
10senordsaterspelning
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ALT_CM_IDP#010

Self-managed Identity Proofing

* Antingen uttor man sin egen process
for AL1 IPV eller sa torlitar man sig pa
en extern AL1 IPV-process som
antingen dr ackrediterad enligt KI eller
som du sjdalv maste genomfora en
accreditering for.




ALT_CM_CSM#010

Maintain Status Record

e Lirosatet ska ha en logg eller annat
register som innehdller information om
byten och utfardande av 16senord /
motsv.




Kantara reference  Kantara name SWAMID interpretation and profile Guide/Vagledning

Identity Assurance Framework: Service Assessment Criteria

Common Organizational Service Assessment Criteria
Enterprise and Service Maturity

AL1_CO _ESM#010 Established enterprise Se SWAMID policy 2.0: avsnitt 6.1

AL1_CO_ESM#020 Established service For AL1 kravs att IdPn ar ett

produktionssystem som uppfyller SWAMIDs
IdM-checklista.

AL1_CO_ESM#030 Legal & Contractual compliance Lista alla tillampbara lagar -
antagligen PUL,
sekretesslagstiftningen,
forvaltningslagen, bolagslagen och
evt lagen om ekonomiska foreningar.
Detta ar lagar vi anda maste folja.

AL1 CO_ESM#055 Termination provisions Svenska larosaten lyder under

hogskoleforordningen (1990:100). | och med
detta ar avvecklingen av ett larosate ett
regeringsbeslut.

Notices and User information

'AL1_CO_NUI#010 General Service Definition Larosatet skall publicera riktlinjer for hur IdPns  SWAMID OPS skall ta fram ett
anvandning, regler och nyttjande, inkluderande exempeldokument, mall pa riktlinjer
Terms, Conditions, and Fees (Dokumentet skall
ocksa inga i kommande MDUI-elementet, se:
http://wiki.swamid.se/pages/viewpage.action?
pageld=31202974)
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