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Syfte med eftermiddagen

Varfor APl’er?

* APl sett fran verksamheten

Representational State Transfer (REST)
 HATEOAS
* Queries

Sakerhet
Praktiskt exempel
Standarder
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http://apikatalogen.se/api

Representational State Transfer (REST)

e Sex principer for REST baserad arkitektur
* Client-Server
e Stateless
e Cache
* Interface / Uniform Contract
e Layered System
* Code-On-Demand
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Representational State Transfer (REST)

Glory of REST

Level 3. Hypermedia Controls

Level 2: HTTP Verbs

Level 1: Resources
Level 0: The Swamp of POX
\V4
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HATEOAS

* Hypermedia As The Engine Of Application State

e Tar bort behov av ett fordefinierat kontrakt (jmf. wsdl)

HTTP/l.l 200 OK

Content-Type: application/xml
Content-Length:

<?xml version="1.0"7?>
<account>

<account number>12345</account number>

<balance currency="usd">100.00</balance>

<link rel="deposit" href="https://bank.example.com/accounts/12345/deposit" />
<link rel="withdraw" href="https://bank.example.com/accounts/12345/withdraw" />
<link rel="transfer" href="https://bank.example.com/accounts/12345/transfer" />
<link rel="close" href="https://bank.example.com/accounts/12345/close" />
</account>
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Queries

* Parametertyper * Placeholders
Locators * Headers & cookies
Filters * URL query strings
State * URL path
Content Body

e Sokning

* companies?search=123

* Pagination
e Companies?page=23
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Versionshantering

* URL sattet:
/api/vl/article/1234
/api/v2/article/1234

* Hypermedia sattet
GET /api/article/1234 HTTP/1.1
Accept: application/vnd.api.article+xml; version=1.0
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Returkoder
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https://stackoverflow.com/questions/942951/rest-api-error-return-good-practices

Sakerhet — Authorization Code

Application

Spotify Accounts Service

Reguests
authorization to
access data

Displays scopes & 2
prompts user to
_wpe,  lOgin (if required)

Logs in,
authorizes access

e ceope

‘ code, state

4
Requests access e Returns access
and refresh client_secret, and refresh
tokens grant_type. tokens
code,
redirect_ur

5

acooss_token, token_type,
expires_in, refresh_token

Spotify Web AP/

6
Uses access

— token in requests | =rresstoxen

to Web API -
[JSON object]

Returns requested
data

Spotify Accounts Service

Requests
“ 7 Returns new
refreshed access

client_id, access token

token ey

grant_type,
refresh token
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Sakerhet — Client Credentials

Application Spotify Accounts Service

Requests access 1 Feturns access
-—*—

token elient_id, token
client_secrat,
grant_typea

acoess_token

Spotify Web AP

2

Uses access Returns
- l—b—
token in requests | access_token requested
to Web API (unscoped) data
o

1JSON object)
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Sakerhet — Implicit Grant

Application Spotify Accounts Service

Reguests 1 Displays scopes & 2

authorizationto f————® prompts user to Lcgs in,
- | 1
client_id, L - authorizes access
access data response_type,  10GIN (if required)

redirect_uri,
stata, scope |

Redirects to

3 application -
access_token, token_type passing access
explres_in, state token

Spotify Web AP

\J

Uses access 4 _
) Returns reguested
token in requests F———»

to Web AP accass_token data
-

[JSON abject)
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Praktik

 Employee
* Company

/getAllEmployees
/addNewEmployee
/updateEmployee
/deleteEmployee
/deleteAllEmployees
/promoteEmployee
/promoteAllEmployees
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Praktik

/Companies
/Employees

/Companies/{id}/Employees

HTTP Methods GET, POST, DELETE,PUT, PATCH
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Standards och ramverk

Odata —

e Qut-of-band information
* Smetadata

GraphQL -

ORDS — Oracle Rest Data Services

Spring REST —www.spring.io
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http://www.odata.org/
http://www.graphql.org/

APl Managers

Azure

AWS

Wso2 APl Manager
3Scale by RedHat
IBM APl Manager
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