SWAMID Policy

For an Identity Federation trust is everything. To enable trust there is a federation policy that regulates the federation operator’s organisation and working
methods as well as the regulatory framework for Identity Providers and Service Providers.

® SWAMID Federation Policy Framework
® SWAMID Federation Policy
® SWAMID Identity Assurance Profiles
® SWAMID Technology Profiles
® Entity Categries within SWAMID
® [dentity Provider (IdP)
® Service Provider (SP)
® Interfederation

SWAMID Federation Policy Framework

The policy framework for SWAMID consists of three parts: SWAMID Federation Policy describes the management and organization, assurance profiles
describing what a relying party can expect from a login via SWAMID and technology profiles describing the technical interfaces WebSSO SAML and
eduroam. Alongside the assurance and technology profiles are also Entity Categories to facilitate attribute release between Identity Providers and Service
Providers.

SWAMID Federation Policy Framework

Q )

SWAMID
Federation Policy

Identity Providers (IdP) Service Providers (SP)

| |
| |
SWAMID Federation I | Metadata Terms of
| |
| |

Membership Agreement Access and Use

Assurance profiles Technology profiles Entity categories

REFEDS Research & Scolarship
GEANT Code of Conduct

I
) ) ) l ) )
swamip| |swamip| |swamip | SAML 4
AL AL2 AL3 | WebSsO eduroam
|
|

J

SWAMID Federation Policy

The Federation Policy defines the rule set for SWAMID including the use of assurance and technology profiles. It describes the formal management of
SWAMID and the membership processes.

® SWAMID Federation Policy

SWAMID Identity Assurance Profiles

SWAMID is built on trust and the Identity Providers expressed user trust based on the SWAMID Identity Assurance Profiles. THe Identity Providers are
only allowed to assert assurance levels that they have been audited by.

® SWAMID Identity Assurance Level 1 Profile (SWAMID AL1)

® SWAMID Identity Assurance Level 2 Profile (SWAMID AL2)
® SWAMID Identity Assurance Level 3 Profile (SWAMID AL3)

SWAMID Technology Profiles


https://wiki.sunet.se/download/attachments/78218502/SWAMID%20Federation%20Policy%20v3.0%20FINAL.pdf?version=1&modificationDate=1592296264000&api=v2
https://wiki.sunet.se/display/SWAMID/Identity+Assurance+Level+1+Profile
https://wiki.sunet.se/display/SWAMID/Identity+Assurance+Level+2+Profile
https://wiki.sunet.se/display/SWAMID/Identity+Assurance+Level+3+Profile

SWAMID uses a set of federation technologies to enable federated login and each of them is described in a SWAMID Technology Profile.

® Technology profile SAML WebSSO
® Technology profile eduroam

Entity Categries within SWAMID

Entity categories are not a separate policy document in the SWAMID's policy framework but are highly recommended for attribute release according to the
SAML WebSSO Technology Profile. Entity Support Categories are used to signal that an Identity Provider supports a specific Entity Category.

The following Entity Categories are supported within SWAMID:

® GEANT Data Protection Code of Conduct

® REFEDS Research and Scholarship Entity Category
® REFEDS Hide From Discovery Entity Category

® European Student Identifier Entity Category

The following Entity Support Categories are supported within SWAMID:

® GEANT Data Protection Code of Conduct
® REFEDS Research and Scholarship Entity Category

Identity Provider (IdP)

For an organisation to be able to use services linked to SWAMID the organisation needs to become a member of the Federation. Only organisations
connected to the Swedish NREN Sunet can be members of SWAMID if no special circumstances occur. This is done by the Membership Agreement
signed and submitted to SWAMID by mail and e-mail. Together with the Membership Agreement an Assurance Declaration for SWAMID Identity
Assurance Profiles in form of an Identity Management Practice Statement must be submitted. The Assurance Declaration may be sent by e-mail.

Service Provider (SP)

SWAMID has a set of formal registartion requirements for services that a service must fulfil. The SWAMID Metadata Terms of Access and Use outline the
purpose, access to and how you can use SWAMID Metadata. The SWAMID Metadata Terms of Access and Use is used instead of a contract between
SWAMID and external service providers. To further enable the service providers to get the right information about users who log in using SWAMID there
are Entity Categories.

® Formal registration requirements for services
® SWAMID Metadata Terms of Access and Use
® Service Provider Entity Categories used within SWAMID

Interfederation

SWAMID is a member of the Interfederation eduGAIN. In the same way that every member of SWAMID must write a Trust Declaration in the Identity
Management Practice Statement, any member of the interfederation write and publish a Federation Metadata Registration Practice Statement.

® SWAMID eduGAIN Metadata Registration Practice Statement
SWAMID export all Identity Providers to eduGAIN by default. A member organisation can decide to opt-out this export.
SWAMID only export services to eduGAIN that opt-in and uses current international entity categories.


https://wiki.sunet.se/display/SWAMID/SAML+WebSSO+Technology+Profile
https://wiki.sunet.se/display/SWAMID/eduroam+Technology+Profile
http://www.geant.net/uri/dataprotection-code-of-conduct/v1
http://refeds.org/category/research-and-scholarship
http://refeds.org/category/hide-from-discovery
https://myacademicid.org/entity-categories/esi
http://www.geant.net/uri/dataprotection-code-of-conduct/v1
http://refeds.org/category/research-and-scholarship
https://wiki.sunet.se/display/SWAMID/Getting+Started+with+SWAMID?showLanguage=en_GB#GettingStartedwithSWAMID-RegisteraserviceinSWAMID
https://mds.swamid.se/md/swamid-tou-en.txt
https://wiki.sunet.se/display/SWAMID/4.1+Entity+Categories+for+Service+Providers
https://wiki.sunet.se/display/SWAMID/SWAMID+eduGAIN+Metadata+Registration+Practice+Statement
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