Metadata during Key rollover

Here we tries to describe how the Metadata looks after the different steps of Key rollover depending on what exists in the current XML file for the entity to
start with. For explanation of the different steps see Key rollover

KeyDescriptor use="encryption" only

<md: KeyDescri ptor use="
encryption">
<ds: Keyl nf o>
<ds: X509Dat a>
<ds: X509Certificate>0 d
cert</ds: X509Certificate>
</ ds: X509Dat a>
</ ds: Keyl nf o>
</ md: KeyDescr i pt or >

<md: KeyDescri ptor use="
encryption">
<ds: Keyl nf o>
<ds: X509Dat a>
<ds: X509Cer ti fi cat e>New
cert</ds: X509Certificate>
</ ds: X509Dat a>
</ ds: Keyl nf 0>
</ nd: KeyDescri pt or >

<md: KeyDescri ptor use="
encryption">
<ds: Keyl nf o>
<ds: X509Dat a>
<ds: X509Cer ti fi cat e>New
cert</ds: X509Certificate>
</ ds: X509Dat a>
</ ds: Keyl nf o>
</ nd: KeyDescri pt or >

<md: KeyDescri ptor use="
encryption">
<ds: Keyl nf o>
<ds: X509Dat a>
<ds: X509Certi ficat e>New
cert</ds: X509Certificate>
</ ds: X509Dat a>
</ ds: Keyl nf o>
</ md: KeyDescri pt or >

KeyDescriptor use="signing" only

<nmd: KeyDescri pt or
<ds: Keyl nf o>
<ds: X509Dat a>
<ds: X509Certificate>dd
cert</ds: X509Certificate>
</ ds: X509Dat a>
</ ds: Keyl nf 0>
</ md: KeyDescri pt or >

use="si gni ng" >

<md: KeyDescri ptor use="si gni ng">
<ds: Keyl nf o>
<ds: X509Dat a>
<ds: X509Certi fi cat e>New
cert</ds: X509Certificate>
</ ds: X509Dat a>
</ ds: Keyl nf 0>
</ md: KeyDescri pt or >
<nd: KeyDescri ptor use="signi ng">
<ds: Keyl nf o>
<ds: X509Dat a>
<ds: X509Certificate>0 d
cert</ds: X509Certificate>
</ ds: X509Dat a>
</ ds: Keyl nf 0>
</ md: KeyDescri pt or >

<md: KeyDescri ptor use="si gni ng">
<ds: Keyl nf o>
<ds: X509Dat a>
<ds: X509Certi fi cat e>New
cert</ds: X509Certificate>
</ ds: X509Dat a>
</ ds: Keyl nf 0>
</ md: KeyDescri pt or >
<md: KeyDescri ptor use="si gni ng">
<ds: Keyl nf o>
<ds: X509Dat a>
<ds: X509Certificate>0 d
cert</ds: X509Certificate>
</ ds: X509Dat a>
</ ds: Keyl nf 0>
</ md: KeyDescri pt or >

<md: KeyDescri pt or
<ds: Keyl nf o>
<ds: X509Dat a>
<ds: X509Cer ti fi cat e>New
cert</ds: X509Certificate>
</ ds: X509Dat a>
</ ds: Keyl nf 0>
</ md: KeyDescri pt or >

use="si gni ng" >

KeyDescriptor use="encryption"
+ KeyDescriptor use="signing"

<nmd: KeyDescri ptor use="
encryption">
<ds: Keyl nf 0>
<ds: X509Dat a>
<ds: X509Certificate>d d
cert</ds: X509Certificate>
</ ds: X509Dat a>
</ ds: Keyl nf 0>
</ nd: KeyDescri pt or >
<nd: KeyDescri ptor use="signi ng">
<ds: Keyl nf 0>
<ds: X509Dat a>
<ds: X509Certificate>d d
cert</ds: X509Certificate>
</ ds: X509Dat a>
</ ds: Keyl nf 0>
</ nd: KeyDescri pt or >

<nd: KeyDescri ptor use="
encryption">
<ds: Keyl nf o>
<ds: X509Dat a>
<ds: X509Certi fi cat e>New
cert</ds: X509Certificate>
</ ds: X509Dat a>
</ ds: Keyl nf 0>
</ md: KeyDescri pt or >
<nd: KeyDescri ptor use="signing">
<ds: Keyl nf o>
<ds: X509Dat a>
<ds: X509Certi fi cat e>New
cert</ds: X509Certificate>
</ ds: X509Dat a>
</ ds: Keyl nf 0>
</ md: KeyDescri pt or >
<nd: KeyDescri ptor use="signing">
<ds: Keyl nf o>
<ds: X509Dat a>
<ds: X509Certificate>dd
cert</ds: X509Certificate>
</ ds: X509Dat a>
</ ds: Keyl nf 0>
</ md: KeyDescri pt or >

<nd: KeyDescri ptor use="
encryption">
<ds: Keyl nf o>
<ds: X509Dat a>
<ds: X509Certi fi cat e>New
cert</ds: X509Certificate>
</ ds: X509Dat a>
</ ds: Keyl nf o>
</ md: KeyDescri pt or >
<nd: KeyDescri ptor use="signing">
<ds: Keyl nf o>
<ds: X509Dat a>
<ds: X509Certi fi cat e>New
cert</ds: X509Certificate>
</ ds: X509Dat a>
</ ds: Keyl nf o>
</ md: KeyDescri pt or >
<nd: KeyDescri ptor use="signing">
<ds: Keyl nf o>
<ds: X509Dat a>
<ds: X509Certificate>dd
cert</ds: X509Certificate>
</ ds: X509Dat a>
</ ds: Keyl nf o>
</ md: KeyDescri pt or >

<nmd: KeyDescri ptor use="
encryption">
<ds: Keyl nf 0>
<ds: X509Dat a>
<ds: X509Certi fi cat e>New
cert</ds: X509Certificate>
</ ds: X509Dat a>
</ ds: Keyl nf 0>
</ nd: KeyDescri pt or >
<md: KeyDescri ptor use="si gni ng">
<ds: Keyl nf 0>
<ds: X509Dat a>
<ds: X509Certi fi cat e>New
cert</ds: X509Certificate>
</ ds: X509Dat a>
</ ds: Keyl nf 0>
</ nd: KeyDescri pt or >

KeyDescriptor only

<nmd: KeyDescri pt or >
<ds: Keyl nf o>
<ds: X509Dat a>
<ds: X509Certificate>dd
cert</ds: X509Certificate>
</ ds: X509Dat a>
</ ds: Keyl nf 0>
</ md: KeyDescri pt or >

<md: KeyDescri pt or >
<ds: Keyl nf 0>
<ds: X509Dat a>
<ds: X509Certi fi cat e>New
cert</ds: X509Certificate>
</ ds: X509Dat a>
</ ds: Keyl nf 0>
</ nd: KeyDescri pt or >
<nd: KeyDescri ptor use="signi ng">
<ds: Keyl nf 0>
<ds: X509Dat a>
<ds: X509Certificate>d d
cert</ds: X509Certificate>
</ ds: X509Dat a>
</ ds: Keyl nf 0>
</ nd: KeyDescri pt or >

<md: KeyDescri pt or >
<ds: Keyl nf 0>
<ds: X509Dat a>
<ds: X509Certi fi cat e>New
cert</ds: X509Certificate>
</ ds: X509Dat a>
</ ds: Keyl nf 0>
</ md: KeyDescri pt or >
<md: KeyDescri ptor use="si gni ng">
<ds: Keyl nf 0>
<ds: X509Dat a>
<ds: X509Certificate>d d
cert</ds: X509Certificate>
</ ds: X509Dat a>
</ ds: Keyl nf 0>
</ md: KeyDescri pt or >

<nd: KeyDescri pt or >
<ds: Keyl nf o>
<ds: X509Dat a>
<ds: X509Cer ti fi cat e>New
cert</ds: X509Certificate>
</ ds: X509Dat a>
</ ds: Keyl nf 0>
</ md: KeyDescri pt or >
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<md: KeyDescri ptor use="
encryption">
<ds: Keyl nf o>
<ds: X509Dat a>
<ds: X509Certi ficat e>New
cert</ds: X509Certificate>
</ ds: X509Dat a>
</ ds: Keyl nf 0>
</ md: KeyDescri pt or >

<nd: KeyDescri ptor use="signing">

<ds: Keyl nf 0>
<ds: X509Dat a>
<ds: X509Cer ti fi cat e>New
cert</ds: X509Certificate>
</ ds: X509Dat a>
</ ds: Keyl nf 0>
</ nd: KeyDescri pt or >

<nmd: KeyDescri ptor use="
encryption">
<ds: Keyl nf 0>
<ds: X509Dat a>
<ds: X509Certi fi cat e>New
cert</ds: X509Certificate>
</ ds: X509Dat a>
</ ds: Keyl nf 0>
</ md: KeyDescri pt or >

<nd: KeyDescri ptor use="signi ng">

<ds: Keyl nf 0>
<ds: X509Dat a>
<ds: X509Certi fi cat e>New
cert</ds: X509Certificate>
</ ds: X509Dat a>
</ ds: Keyl nf 0>
</ md: KeyDescri pt or >

<md: KeyDescri pt or >
<ds: Keyl nf o>
<ds: X509Dat a>
<ds: X509Cer ti fi cat e>New
cert</ds: X509Certificate>
</ ds: X509Dat a>
</ ds: Keyl nf 0>
</ nd: KeyDescri pt or >



	Metadata during Key rollover

