Example of a standard attribute filter for Shibboleth IdP v4
and above

This is an example of a standard entity category based attribute filter for SWAMID 2.0 in a Shibboleth IdP which fulfils SWAMID's Entity
Category attribute release in SWAMID

The latest published SWAMID example standard filter for Shibboleth Identity Provider 4 is published at https://mds.swamid.se/entity-configurations
/Shibboleth-1dP/v4/attribute-filter.xml. Below is the latest version included from the publication repository.

<?xm version="1.0" encodi ng="UTF-8"?>

<AttributeFilterPolicyGoup id="ShibbolethFilterPolicy"

xm ns="ur n: mace: shi bbol et h: 2. 0: af p"

xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance" xsi:schemalLocati on="urn: nace: shi bbol et h: 2. 0: af p
http://shibbol et h. net/schena/i dp/ shi bbol et h- af p. xsd" >

<!-- REFEDS Anonynous Authorization Entity Category -->
<AttributeFilterPolicy id="rel easeToRef edsAnonynous">
<Pol i cyRequi renment Rul e xsi:type="EntityAttributeExactMatch" attributeName="http://macedir.org/entity-
category" attributeVal ue="https://refeds.org/category/anonynous" />
<AttributeRul e attributel D="eduPersonScopedAffiliation">
<Per mi t Val ueRul e xsi:type="ANY"/>
</AttributeRul e>
<AttributeRul e attri butel D="schacHonmeOr gani zati on" >
<Permi t Val ueRul e xsi:type="ANY"/>
</AttributeRul e>
</AttributeFilterPolicy>

<!-- REFEDS Pseudonynpus Authorization Entity Category -->
<l-- Supports data mininalisation to prevent use together with anonynous -->
<AttributeFilterPolicy id="rel easeToRef edsPseudonynous" >
<Pol i cyRequi renent Rul e xsi:type="AND">
<Rul e xsi:type="EntityAttributeExactMatch" attributeNane="http://macedir.org/entity-category"
attributeVal ue="https://refeds. org/category/ pseudonynous"” />
<Rul e xsi:type="NOT">
<Rul e xsi:type="EntityAttributeExactMatch" attributeNane="http://macedir.org/entity-category"
attributeVal ue="https://refeds.org/category/anonynous" />
</ Rul e>
</ Pol i cyRequi r ement Rul e>
<AttributeRule attributel D="sanl Pairw sel D'>
<Permi t Val ueRul e xsi:type="ANY"/>
</AttributeRul e>
<AttributeRul e attributel D="eduPersonScopedAffiliation">
<Permt Val ueRul e xsi:type="ANY"/>
</ AttributeRul e>
<AttributeRul e attri butel D="schacHomeOr gani zati on" >
<Perm t Val ueRul e xsi:type="ANY"/>
</ AttributeRul e>
<AttributeRule attributel D="eduPersonAssurance">
<Per m t Val ueRul e xsi:type="ANY" />
</ AttributeRul e>
</[AttributeFilterPolicy>

<!-- REFEDS Personal i zed Access Entity Category -->
<!-- Supports data mininmalisation to prevent use together wi th anonynpus and pseudonynous-->
<AttributeFilterPolicy id="rel easeToRef edsPersonal i zed">
<Pol i cyRequi rement Rul e xsi:type="AND">
<Rul e xsi:type="EntityAttributeExactMatch" attributeNanme="http://macedir.org/entity-category
attributeVal ue="https://refeds.org/category/personalized" />
<Rul e xsi:type="NOT">
<Rul e xsi:type="OR'>
<Rul e xsi:type="EntityAttributeExactMatch" attributeNane="http://nmacedir.org/entity-
category" attributeValue="https://refeds.org/category/anonynous" />
<Rul e xsi:type="EntityAttributeExactMatch" attributeNane="http://macedir.org/entity-
category" attributeVal ue="https://refeds.org/category/pseudonynous" />
</ Rul e>
</ Rul e>
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</ Pol i cyRequi r ement Rul e>
<AttributeRul e attributel D="sanl Subj ect| D'>
<Permt Val ueRul e xsi:type="ANY" />
</ AttributeRul e>
<AttributeRul e attributel D="di spl ayNane" >
<Permit Val ueRul e xsi:type="ANY" />
</ AttributeRul e>
<AttributeRul e attri butel D="gi venNane" >
<Per m t Val ueRul e xsi:type="ANY" />
</ AttributeRul e>
<AttributeRule attributel D="sn">
<Perm t Val ueRul e xsi:type="ANY" />
</ AttributeRul e>
<AttributeRule attributel D="nail">
<Perm t Val ueRul e xsi:type="ANY" />
</ Attribut eRul e>
<AttributeRule attributel D="eduPersonAssurance">
<Perm t Val ueRul e xsi:type="ANY" />
</ AttributeRul e>
<AttributeRul e attributel D="schacHoneOr gani zati on" >
<Perm t Val ueRul e xsi:type="ANY" />
</ AttributeRul e>
<AttributeRul e attributel D="eduPersonScopedAffiliation">
<Permi t Val ueRul e xsi:type="OR">
<Rul e xsi:type="Val ue" value="faculty" caseSensitive="false" />
<Rul e xsi:type="Val ue" val ue="student" caseSensitive="false"/>
<Rul e xsi:type="Val ue" value="staff" caseSensitive="false"/>
<Rul e xsi:type="Val ue" val ue="al un' caseSensitive="fal se"/>
<Rul e xsi:type="Val ue" val ue="nenber" caseSensitive="false"/>
<Rul e xsi:type="Value" value="affiliate" caseSensitive="false"/>
<Rul e xsi:type="Val ue" val ue="enpl oyee" caseSensitive="false"/>
<Rul e xsi:type="Value" value="library-wal k-in" caseSensitive="fal se"/>
</ Perm t Val ueRul e>
</ AttributeRul e>
</AttributeFilterPolicy>

<l-- Rule to honour Subject IDrequirement tag in netadata. Used in conbination with Geant/Refeds Code of
Conduct v* -->
<l-- Code of Conduct can be conbined with other entity categories -->
<l-- Supports data mininalisation to prevent subject-id and pairw se-id being rel eased together -->
<AttributeFilterPolicy id="subject-identifiers">
<Pol i cyRequi renent Rul e xsi:type="OR'>
<Rul e xsi:type="EntityAttributeExactMatch" attributeNane="http://macedir.org/entity-category"
attributeVal ue="http://ww. geant. net/uri/dataprotection-code-of-conduct/v1" />
<Rul e xsi:type="EntityAttributeExactMatch" attributeNane="http://nacedir.org/entity-category"
attributeVal ue="https://refeds. org/category/code- of - conduct/v2" />
</ Pol i cyRequi r enent Rul e>
<AttributeRule attributel D="sanl Pairw sel D'>
<Per m t Val ueRul e xsi :type="AND"'>
<Rul e xsi:type="NOT">
<Rul e xsi:type="EntityAttributeExactMatch" attributeNanme="http://macedir.org/entity-
category" attributeValue="https://refeds.org/category/personalized" />
</ Rul e>
<Rul e xsi:type="OR'>
<Rul e xsi:type="EntityAttributeExactMatch" attributeName="urn: oasis:nanmes:tc: SAML.: profiles:
subj ect-id:req" attributeNaneFor mat ="urn: oasi s: names:tc: SAML: 2. 0: attrnanme-fornat:uri" attributeVal ue="pairw se-
id" />
<Rul e xsi:type="EntityAttributeExactMatch" attributeNane="urn: oasis:nanmes:tc: SAML.: profiles:
subj ect-id:req" attributeNaneFor mat ="urn:oasi s: names:tc: SAML: 2. O: attrnanme-fornmat:uri" attributeVal ue="any" />
</ Rul e>
</ Perm t Val ueRul e>
</ AttributeRul e>
<AttributeRul e attributel D="sanl Subj ect| D"'>
<Perm t Val ueRul e xsi:type="AND"'>
<Rul e xsi:type="NOT">
<Rul e xsi:type="EntityAttributeExactMatch" attributeNane="http://macedir.org/entity-
category" attributeVal ue="https://refeds.org/category/pseudonynous" />
</ Rul e>
<Rul e xsi:type="EntityAttributeExactMatch" attributeNane="urn: oasis:nanmes:tc: SAML: profiles:
subj ect-id:req" attributeNameFormat="urn: oasi s: names:tc: SAM.: 2. 0: attrname-format:uri" attributeVal ue="subject-
id" />



</ Perm t Val ueRul e>
</ Attribut eRul e>
</AttributeFilterPolicy>

<l-- GEANT Data protection Code of Conduct or REFEDS Data Protection Code of Conduct Entity Category -->
<AttributeFilterPolicy id="rel easeToCodeCf Conduct ">
<Pol i cyRequi renent Rul e xsi:type="OR'>
<Rul e xsi:type="EntityAttributeExactMatch" attributeNane="http://macedir.org/entity-category
attributeVal ue="http://wwmw. geant. net/uri/dataprotection-code-of-conduct/v1" />
<Rul e xsi:type="EntityAttributeExactMatch" attributeNane="http://macedir.org/entity-category
attributeVal ue="https://refeds. org/category/code- of - conduct/v2" />
</ Pol i cyRequi r enent Rul e>
<AttributeRul e attri butel D="eduPer sonTar get edl D' >
<PermitVal ueRul e xsi:type="Attributel nMetadata" onlylfRequired="true" />
</ AttributeRul e>
<AttributeRul e attri butel D="eduPer sonPri nci pal Narme" >
<Perm t Val ueRul e xsi:type="Attributel nMetadata" onlylfRequired="true" />
</ AttributeRul e>
<AttributeRule attributel D="eduPersonO cid">
<Permi t Val ueRul e xsi:type="Attributel nMetadata" onlylfRequired="true" />
</ AttributeRul e>
<AttributeRul e attributel D="nor EduPer sonNI N'>
<Perm t Val ueRul e xsi:type="AND"'>
<Rul e xsi:type="Attributel nMetadata" onlylfRequired="true" />
<Rul e xsi:type="RegistrationAuthority" registrars="http://ww. swani d.se/" />
</ Perm t Val ueRul e>
</ AttributeRul e>
<AttributeRule attributel D="personal | dentityNunber">
<Per mi t Val ueRul e xsi:type="AND"'>
<Rul e xsi:type="Attributel nMetadata" onlylfRequired="true" />
<Rul e xsi:type="Registrati onAuthority" registrars="http://ww. swam d.se/" />
</ Perm t Val ueRul e>
</ AttributeRul e>
<AttributeRule attributel D="schacDateO'Birth">
<Permt Val ueRul e xsi:type="Attributel nMetadata" onlylfRequired="true" />
</ AttributeRul e>
<AttributeRule attributel D="mail">
<Permt Val ueRul e xsi:type="Attributel nMetadata" onlylfRequired="true" />
</AttributeRul e>
<AttributeRule attributel D="nmuil Local Address">
<PermtVal ueRul e xsi:type="Attributel nMetadata" onlylfRequired="true" />
</ AttributeRul e>
<AttributeRule attributelD="cn">
<PermtVal ueRul e xsi:type="Attributel nMetadata" onlylfRequired="true" />
</ AttributeRul e>
<AttributeRul e attributel D="di spl ayNanme" >
<Permi t Val ueRul e xsi:type="Attributel nMetadata" onlylfRequired="true" />
</ AttributeRul e>
<AttributeRule attributel D="gi venNanme" >
<Permit Val ueRul e xsi:type="Attributel nMetadata" onlylfRequired="true" />
</ AttributeRul e>
<AttributeRule attributel D="sn">
<Permit Val ueRul e xsi:type="Attributel nMetadata" onlylfRequired="true" />
</ AttributeRul e>
<AttributeRule attributel D="eduPersonAssurance">
<Permit Val ueRul e xsi:type="Attributel nMetadata" onlylfRequired="true" />
</AttributeRul e>
<AttributeRul e attributel D="eduPersonScopedAffiliation">
<Permi t Val ueRul e xsi:type="AND"'>
<Rul e xsi:type="Attributel nMetadata" onlylfRequired="true" />
<Rul e xsi:type="OR'>
<Rul e xsi:type="Value" value="faculty" caseSensitive="false" />
<Rul e xsi:type="Val ue" val ue="student" caseSensitive="false" />
<Rul e xsi:type="Value" value="staff" caseSensitive="false" />
<Rul e xsi:type="Val ue" val ue="al unf' caseSensitive="false" />
<Rul e xsi:type="Val ue" val ue="nenber" caseSensitive="fal se" />
<Rul e xsi:type="Value" value="affiliate" caseSensitive="false" />
<Rul e xsi:type="Val ue" val ue="enpl oyee" caseSensitive="false" />
<Rul e xsi:type="Value" value="library-wal k-in" caseSensitive="false" />
</ Rul e>
</ Perm t Val ueRul e>



</AttributeRul e>
<AttributeRule attributel D="eduPersonAffiliation">

<Permt Val ueRul e xsi:type="Attributel nMetadata" onlylfRequired="true" />
</ AttributeRul e>
<AttributeRule attributel D="0">

<PermitVal ueRul e xsi:type="Attributel nMetadata" onlylfRequired="true" />
</ AttributeRul e>
<AttributeRule attributel D="nor EduCr gAcr onyni >

<Perm t Val ueRul e xsi:type="Attributel nMetadata" onlylfRequired="true" />
</ AttributeRul e>
<AttributeRule attributelD="c">

<Perm t Val ueRul e xsi:type="Attributel nMetadata" onlylfRequired="true" />
</ AttributeRul e>
<AttributeRule attributel D="co">

<Permit Val ueRul e xsi:type="Attributel nMetadata" onlylfRequired="true" />
</ Attribut eRul e>
<AttributeRule attributel D="schacHomeOr gani zati on">

<Perm t Val ueRul e xsi:type="Attributel nMetadata" onlylfRequired="true" />
</ AttributeRul e>
<AttributeRul e attributel D="schacHonmeOr gani zati onType" >

<Permit Val ueRul e xsi:type="Attributel nMetadata" onlylfRequired="true" />
</ AttributeRul e>

</AttributeFilterPolicy>

<!-- REFEDS Research and Schol arship Entity Category -->
<AttributeFilterPolicy id="rel easeToRef edsResear chAndSchol ar shi p" >
<Pol i cyRequi rement Rul e xsi:type="EntityAttributeExactMatch" attributeName="http://macedir.org/entity-
category" attributeValue="http://refeds.org/category/research-and-schol arship" />
<AttributeRul e attri butel D="eduPer sonTar get edl D' >
<Permi t Val ueRul e xsi:type="NOT">
<Rul e xsi:type="Val ue" value="https://refeds.org/assurance/ | D eppn-uni que-no-reassign"
attri but el D="eduPer sonAssur ance" />
</ Perm t Val ueRul e>
</ AttributeRul e>
<AttributeRul e attributel D="di spl ayNanme" >
<Per m t Val ueRul e xsi:type="ANY" />
</ AttributeRul e>
<AttributeRul e attri butel D="gi venNane" >
<Perm t Val ueRul e xsi:type="ANY" />
</ AttributeRul e>
<AttributeRule attributel D="sn">
<Perm t Val ueRul e xsi:type="ANY" />
</ AttributeRul e>
<AttributeRule attributel D="nail">
<Per m t Val ueRul e xsi:type="ANY" />
</ AttributeRul e>
<AttributeRule attributel D="eduPersonAssurance">
<Perm t Val ueRul e xsi:type="ANY" />
</ AttributeRul e>
<AttributeRul e attri butel D="eduPer sonPri nci pal Name" >
<Perm t Val ueRul e xsi:type="ANY" />
</AttributeRul e>
<AttributeRul e attributel D="eduPersonScopedAffiliation">
<Per mt Val ueRul e xsi:type="OR'>
<Rul e xsi:type="Val ue" value="faculty" caseSensitive="false" />
<Rul e xsi:type="Val ue" val ue="student" caseSensitive="false" />
<Rul e xsi:type="Val ue" value="staff" caseSensitive="false" />
<Rul e xsi:type="Val ue" val ue="al unt’ caseSensitive="false" />
<Rul e xsi:type="Val ue" val ue="nenber" caseSensitive="false" />
<Rul e xsi:type="Value" value="affiliate" caseSensitive="false" />
<Rul e xsi:type="Val ue" val ue="enpl oyee" caseSensitive="fal se" />
<Rul e xsi:type="Val ue" value="library-wal k-in" caseSensitive="fal se" />
</ Perm t Val ueRul e>
</ AttributeRul e>
</AttributeFilterPolicy>

<!-- ESI European Student l|dentifier -->
<AttributeFilterPolicy id="entity-category-european-student-identifier">
<Pol i cyRequi renment Rul e xsi:type="EntityAttributeExactMatch" attributeName="http://macedir.org/entity-
category" attributeVal ue="https://myacadenicid.org/entity-categories/esi" />
<AttributeRul e attri butel D="schacPer sonal Uni queCode" >



<Per m t Val ueRul e xsi :type="Val ueRegex" regex=""urn: schac: personal Uni queCode:int:esi:.*" />
</ AttributeRul e>
</AttributeFilterPolicy>

<l-- Sectigo -->
<AttributeFilterPolicy id="rel easeSecti goAttri buteBundl e">

<Pol i cyRequi renment Rul e xsi:type="Requester" val ue="https://cert-manager.conl shi bbol eth" />

<AttributeRul e attri butel D="eduPer sonPri nci pal Narme" >
<Per m t Val ueRul e xsi:type="ANY"/>

</ AttributeRul e>

<AttributeRul e attributel D="di spl ayName" >
<Perm t Val ueRul e xsi:type="ANY" />

</ AttributeRul e>

<AttributeRule attributel D="gi venNanme" >
<Perm t Val ueRul e xsi:type="ANY" />

</ Attribut eRul e>

<AttributeRule attributel D="nail">
<Perm t Val ueRul e xsi:type="ANY" />

</ AttributeRul e>

<AttributeRule attributel D="sn">
<Per mi t Val ueRul e xsi:type="ANY"/>

</ Attribut eRul e>

<AttributeRul e attri butel D="schacHonmeOr gani zati on" >
<Per mi t Val ueRul e xsi:type="ANY"/>

</ AttributeRul e>

<AttributeRule attributel D="tcsPersonal Entitlenment">
<Permit Val ueRul e xsi:type="ANY"/>

</AttributeRul e>

</AttributeFilterPolicy>

<!-- PLACEHOLDER DO NOT REMOVE - - >
</AttributeFilterPolicyG oup>
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