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Shibboleth for dummies
Borja med idp-installeraren, den ger en bra grund att sta pa.

Bygga attribut

Alla attribut byggs i attribute-resolver.xml.

Finns inte attributet du vill slappa far du bygga det.

Idp-installeraren lagger in alla standardattribut fran Idapscheman inetOrgPerson, eduPerson och norEduPerson.
Resolver for ett enkelt attribut ser ut sa har:

<resol ver: AttributeDefinition xsi:type="ad: Si nple" id="nobileNunber" sourceAttributel D="eduPersonEntitlenent">
<resol ver: Dependency ref="nyLDAP" />
<resol ver: AttributeEncoder xsi:type="enc: SAML1String" nane="urn: mace:dir:attribute-def:

eduPer sonEntitlenent” />

<resol ver: Attri but eEncoder xsi:type="enc: SAM.2Stri ng"
nane="urn:oid:1.3.6.1.4.1.5923.1.1.1. 7"
friendl yNane="eduPer sonEntitl ement" />
</resol ver: AttributeDefinition>

For att bygga specialattriout som behdvs for t.ex. Nya sa skall det se ut ungefar s har om du har de entitlementen bland alla andra.
Ska man bara slappa en delmangd av vardena som finns i data k&llan s& kan man antingen bygga en script-resolver eller lagga in en regel i attributfiltret.
Tank p& att syntax skiljer sig en del mellan java7 och java8. Detta exempel ar baserat pa java?.

<resol ver: AttributeDefinition xsi:type="Script"
xm ns="ur n: mace: shi bbol et h: 2. 0: resol ver: ad"
i d="nyaEduPer sonEntitl enent"
sourceAttributel D="eduPersonEntitlement">
<resol ver: Dependency ref="nyLDAP" />
<resol ver: Attri but eEncoder xsi:type="enc: SAML1String" nane="urn:mace:dir:attribute-def:
eduPer sonEntitlenent" />

<resol ver: Attri but eEncoder xsi:type="enc: SAML2Stri ng"
name="urn:o0id:1.3.6.1.4,1.5923.1.1.1. 7"
friendl yName="eduPer sonEntitlenment" />
<Scri pt >
<! [ CDATA[
i mpor t Package( Packages. edu. i nt er net 2. m ddl ewar e. shi bbol et h. common. attri bute. provider);

nyaEduPer sonEntitl ement = new Basi cAttri bute("nyaEduPersonEntitlenent");

if (typeof eduPersonEntitlenent != "undefined" && eduPersonEntitlenment != null ) {
for (i = 0; eduPersonEntitlenment != null && i < eduPersonEntitlement.getVal ues().size(); i++)
{
if (eduPersonEntitlenment. getVal ues().get(i).indexOf("urn: mace: swam . se: gmai : nya-dw') === 0)
{
nyaEduPer sonEnti t| ement. get Val ues() . add(eduPer sonEnti tl| ement. get Val ues().get(i));
}
}
}
11>
</ Scri pt>

</resol ver: Attri buteDefinition>

Slappa attribut
Regler for att sléappa attribut till andra entiteter definieras i attribute-filter.xml.
For att slappa alla attribubtvarden som kommer fran datakallan, bygg attributet vid behov:



<AttributeFilterPolicy id="afp-nya-sp">
<Pol i cyRequi renment Rul e xsi:type="basic: AttributeRequesterString" value="https://expert.antagni ng.se/ecs-sp"
/>
<AttributeRule attributelD="cn">
<Per mi t Val ueRul e xsi:type="basic: ANY" />
</ AttributeRul e>
<AttributeRule attributel D="nail">
<Per mi t Val ueRul e xsi:type="basic: ANY"/>
</ AttributeRul e>
<AttributeRul e attri butel D="nyaEduPer sonEntitl enment">
<Permit Val ueRul e xsi:type="basic: ANY"/>
</ AttributeRul e>
</AttributeFilterPolicy>

For att slappa en delméngd:

<AttributeFilterPolicy id="afp-nya-sp">
<Pol i cyRequi rement Rul e xsi:type="basic: Attribut eRequesterString" val ue="https://expert.antagni ng.se/ ecs-sp"
/>
<AttributeRule attributelD="cn">
<Per mi t Val ueRul e xsi:type="basic: ANY" />
</ AttributeRul e>
<AttributeRule attributel D="nail">
<Per mi t Val ueRul e xsi :type="basic: ANY"/>
</ AttributeRul e>
<AttributeRule attributel D="eduPersonEntitlenent">
<Per mi t Val ueRul e xsi:type="basic: AND'>
<basi c: Rul e xsi:type="basic: AttributeVal ueRegex" regex=""urn:mace: swam .se: gmai:nya-dw. .*" />
<basi c: Rul e xsi:type="basic: NOT">
<basi c: Rul e xsi:type="basic: AttributeVal ueString" val ue="urn: mace: swani . se: gnai : nya-dw. rol eadnmi n" />
</ basi c: Rul e>
</ Per m t Val ueRul e>
</ AttributeRul e>
</AttributeFilterPolicy>

Lagga in andra entiteter
Metadata for andra entiteter laggs in i metadata-providers.xml.
Idp-installeraren lagger till flodet swamid-2.0.xml som innehéller alla SWAMIDs produktions entiteter samt eduGAIN.

Ett block for metadata som finns atkomligt via http(s) ser ut sa har, detta exemper har med taggen RetainedRole for att endast ladda metadata for SPs.

<Met adat aProvi der id="URLMD' xsi:type="Fil eBackedHTTPMet adat aProvi der" xm ns="urn: mace: shi bbol et h: 2. 0: net adat a"
met adat aURL="METADATAURL"
backi ngFi | e="/ opt/ shi bbol et h-i dp/ net adat a/ METADATAFI L. xni " >
<Met adataFilter xsi:type="EntityRol eWiteList">
<Ret ai nedRol e>nd: SPSSCDescr i pt or </ Ret ai nedRol e>
</ Met adat aFi | ter>
</ Met adat aPr ovi der >

For statisk metadata som bara finns i fil sa ser det ut s& har:

<Met adat aProvi der id="Local Metadata" xsi:type="Fil esystenletadataProvider" netadataFile="
PATH_TO_YOUR_METADATA"/ >

Common practice

® Kora XMLint for at verifiera config.
® Rekomendation é&r att IDP:n bdr ha minst 1Gb minne.



Attribute resolver / slappa attribut till vald SP
Kod-exempel fran Simon
[...]
<AttributeFilterPolicy id="afp-nya-sp">
<Pol i cyRequi rement Rul e xsi:type="basic: Attribut eRequesterString" value="https://expert.antagni ng.se/ecs-sp"/>
<AttributeRule attributelD="cn">
<Per mi t Val ueRul e xsi:type="basic: ANY" />
</ AttributeRul e>
<AttributeRule attributel D="mail">
<Per mi t Val ueRul e xsi:type="basic: ANY"/>
</ AttributeRul e>
<AttributeRule attributel D="eduPersonEntitlenent">
<Permit Val ueRul e xsi:type="basic: AND'>
<basi c: Rul e xsi:type="basic: AttributeVal ueRegex" regex=""urn:mace: swani .se: gnai : nya-dw. . *" />
<basi c: Rul e xsi:type="basic: NOT">
<basic: Rul e xsi:type="basic: AttributeVal ueString" val ue="urn: mace: swani . se: gmai : nya- dw. r ol eadnmi n" />
</basic:Rule>
</PermitValueRule>
</AttributeRule>

</AttributeFilterPolicy>

[-]

SWAMID rekomenderar att anvanda entitets-kategorier for att slappa attribut. D& slipper man specialbehandla varje SP.

Entity Categories

Metadata filen som kommer nar man satter upp en SP.

Vad skall/lbehéver andras ?

Anders: Sa lite som mdjligt, Skicka in det som spottas ur med nedanstdende andringar.
® mdui:DisplayName

® mdui:Description
®* mm bor laggas till.


https://expert.antagning.se/ecs-sp
http://swami.se
http://swami.se
https://wiki.swamid.se/display/SWAMID/Entity+Categories
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