SAML Metadata and Trust

@ SWAMID technical trust is based on publication and validating digitally signed SAML metadata documents.

SWAMID Signing Certificate
SWAMID Metadata Feeds
Display and update SWAMID metadata
Metadata fér SWAMID QA environment
© SWAMID QA Signing Certificate
© SWAMID QA Metadata Feeds
® Display and update SWAMID QA metadata

SWAMID Signing Certificate

@ All SWAMID metadata feeds are signed with the private key that corresponds with the certificate https://mds.swamid.se/md/md-signer2.crt with
SHA256 Fingerprint=A6:78:5A:37:C9:C9:0C:25:AD:5F:1F:69:22:EF:76:7B:C9:78:67:67:3A:AF:4F:8B:EA:A1:A7:6D:A3:A8:E5:85.

Certificate

————— BEG N CERTI FI CATE- - - - -

M | Fyz CCA7OgAW BAgl JAI 9LJs UJXDMWNMAOGCSqGSI b3 DQEBOWMUAMHWX Cz AJBgNV
BAYTAI NFIVRI wEAYDVQQ DAl Td®9j a2hvbGOx Ej AQBgNVBACMCVNOb2Nr a@sbTEO
MAWGA1 UECgwW-U1 VORVQx Dz ANBgNVBAS MBI NXQU1J RDEK MCI GALUEAWWOLU1dBTU E
I Gl dGFkYXRhI HNpZ251 ci B2M 4wvVBAXDTE2MTI wi\j A5SM gy MFoXDTM2MTT wiNj A5
M gy Mrowf DEL MAK GA1TUEBhMCUOUx Ej AQBgNVBAgMCVNOb2Nr aG9sb TESVBAGALUE
BwwJ U3Rv Y2t ob2xt MUAWDAYDVQQKDAVTVUS FVDEPVAO GA1UEOCMVGULABTU EMSQW
I gYDVQQDDBt TVOFNSUQybW/OYWRhdGEgc 2l nbnVy | HYyLj Awggl i MAOGCSqGSI b3
DQEBAQUAA4I CDwAWggl KAol CAQDQVW72Pnl 09Q eV439knPcxZh/ LddKwB6el U+
nM | 4Tpj Sl yqTu4KISnXbJygXg+j Q 3RzE9BUbl pG R7oknmQaOn2nh+5A6 Sy TOR
p7VEVT/ ZWOGNNQ 9gAW J8Cy+Gnok4Lel LI 5u43hPyl NKAnvs1+bo0Zl bHVBUS] m
6M Ol r YA9dZz oPQqoCQbr 30neAaq5g8H54HuZacpYa3@CGnUadv+xyw nt PASQU
RTAbWAY JI 3cHct X5+8UnX8nGCaxoBZqNp9PcEopy YIX8O0Lnr LunBMgu9Uh6GM nx
OHf KDLV Uoy k G3Dni7 04ENVs 88KaJ XB1qQNsj dl mL4Ul 9XCZbHf nFVnQ63ehsGFVvha
Bf / Abd6v2wnhBLH RxEU w347qSeokw+SdDTSdWBj CEBi SqP/ 8BUzpCcb@ gAsVO
NKUSOK71 B2Bb79YYhyM/mll 24B& kX+VM mv47dxCt f zNFCM UcJ 2Dl uvOxJGBx|

ot 7unx/ kbMBLuq7WIVELZJr gpt 2bb9s Xt YBpuxt GCWbg7+U7M\N1aKCi CSf q09YH
qu2Ds U7HHAXECc GFXBi epBl i CwZ24W.Gh53bA3ri hal n7Sj dapT9VuSTpCvyt b9RX
r g39mMVuHMXvWYOGR20XTV0+8U2vnsj Awsy28x PAcr LWRWZbRI+RoGp6L3GAC +t +
HPI ukwi DAQAB01AWTj AdBgNVHQAEFgQUQRI qKQV/ mvZDeJ Dt LXvy0Bsn/ BQMWYD
VROj BBgWFoAUQRiI qKQV/ mVZDeJ Dt LXvy0Bsn/ BQWMDAYDVROTBAUWAWEB/ z ANBgkq
hki GOWOBAQs FAACCAgEAHViI | Af S8vi UN8Qk/ / Ulp6Z1VK5718NeS7ugabug/ SwhiL
Vxt g/ 0x9FPJIYf O5HXj 4nmpAf 2WLZLnhr 0pnEPGDbdHAgDC672f paAV7DO95d7xubc
rof R7COF 2f eh YSUZbXBWFi Q+xB5QF Rs UFgB/ qgHUol gn+4RXni i BYl We6QIVncHx+
Ft xD+vh1l 5r LNkJgJLw2Lt 3pbenSxUvO0CIt nK4j t 2y95GsWEU1uSsVLr sOPRLL]

kuxL6zZHAPp9yj RDOUhbVYANQ017ndcj vHYt p7c4G WyaBkDoM Uef At 70QpeG

XhecXk7LI x+0YNdZn14ZdFPRGW AESLr T4Zf 9M7 QS3y pnWh/ Ux 0SwKWonPUeRVbO
VZZ+Mj mdYK60+UUSxH3peRWSJ | j j RaKj bVl WsGgHWGFQe/ LN+va2j j ThRs QWA
zEwObi j edl nQewf L/ VzFAW WA DAz KK9qnKARf 30RKkvhKr Ua/ / 20YnZDOKHt Hi C
OL+i FRLt J/ DQP5i ZAF+MLHt a7acLm@Bv7Mn1ZRIl y DW Fx57VOKKt J6RANBVx OdP
8cl gBNVLAEdXh2knOLqYU CeaGkx TD7 YOSEKx6OxEEdaf ba/ / MBKVLt 4bRoL Xt s6
6JY25FqFh3eJZj R6h4WLNVBKNBWIY +| TGF Xx0JSs X78/ pwAY+v32j RxMZGUi 1J4=
————— END CERTI FI CATE- - - - -

SWAMID Metadata Feeds

@ For information about which metadata feed to use please read Choosing the right SAML metadata URL.

Name Url Usage


https://mds.swamid.se/md/md-signer2.crt
https://wiki.sunet.se/display/SWAMID/Choosing+the+right+SAML+metadata+URL

SWAMID Metadata https://mds.swamid.se/ Contains all SWAMID registered and interfederation imported identity providers and service
Query Service providers.

All implementations that are able to use MDQ shall do so due to that metadata is only
downloaded and cached when needed instead of downloading full metadata aggregates.

For Information on how to configure MDQ: IdP or SP

SWAMID https://mds.swamid.se/md Contains all SWAMID registered and interfederated identity providers for use by relying parties.

Transitive Identity /swamid-idp-transitive.xml

Providers For use by all SWAMID registered service providers that don't use the MDQ protocol.

SWAMID https://mds.swamid.se/md Contains all SWAMID registered and interfederated service providers for use by relying parties.

Transitive Service /swamid-sp-transitive.xml

Providers For use by all SWAMID registered identity providers that don't use the MDQ protocol.

SWAMID https://mds.swamid.se/md Contains all SWAMID registered identity providers for use by relying parties.

Registered Identity | /swamid-idp.xml ' _ . o '

Providers For use by SWAMID registered service providers that must limit identity providers to SWAMID
and don't use the MDQ protocol.

SWAMID All https://mds.swamid.se/md All SWAMID identity providers and service providers.

Entities /swamid-2.0.xml

Additional information including certificate and fingerprint for signing key is available at the SWAMID metadata repository.

Display and update SWAMID metadata

The SWAMID Metadata Tool display all metadata registered in or imported into SWAMID from interfederations, i.e. eduGAIN and Fidus. SWAMID
registered metadata is updated via tool.

Metadata for SWAMID QA environment

1 The information published in this section is about the SWAMID QA environment. Information about the production environment is published
above!

The SWAMID QA environment is a environment to configure and test identity and service providers before they are registered in the SWAMID production
environment.

SWAMID QA Signing Certificate

@ All SWAMID QA metadata streams are signed with the private key that corresponds with the certificate https://mds.swamid.se/qa/md/swamid-ga.
crt with SHA256 Fingerprint=1E:BC:8E:62:0B:C9:3C:EB:C6:E0:7F:9E:34:B8:A1:9F:EA:A9:30:A1:9E:B5:31:B9:44:8B:0F:CC:3B:D9:17:D2.


https://mds.swamid.se/
https://wiki.sunet.se/pages/viewpage.action?pageId=17137818
https://wiki.sunet.se/display/SWAMID/3.1+Configure+Shibboleth+SP+-+shibboleth2.xml
https://mds.swamid.se/md/swamid-idp-transitive.xml
https://mds.swamid.se/md/swamid-idp-transitive.xml
https://mds.swamid.se/md/swamid-sp-transitive.xml
https://mds.swamid.se/md/swamid-sp-transitive.xml
https://mds.swamid.se/md/swamid-idp.xml
https://mds.swamid.se/md/swamid-idp.xml
https://mds.swamid.se/md/swamid-2.0.xml
https://mds.swamid.se/md/swamid-2.0.xml
https://mds.swamid.se/md/
https://metadata.swamid.se/
https://mds.swamid.se/qa/md/swamid-qa.crt
https://mds.swamid.se/qa/md/swamid-qa.crt

Certificate

----- BEG N CERTI FI CATE- - - - -

M | E/ j CCAuagAW BAgl JAPccoL7mvt NVMAOGCSqGS! b3 DQEBBQUAMCOxX Kz ApBgNV
BAMTI k1l dGFKYXRhI FNpZ25I ci At | FNXQU1JRCBRQSAL | DI wiv MavHhe NV MMNTE2
MDczNTI 5\Whc NVz MMNTE2MDe z NTI 5W At MSs wKQYDVQQDEY JNZXRhZGFOYSBTaWiu
ZXI gLSBTVOFNSUQUUEGLSAYMDI zM | Cl j ANBgkghki GBWOBAQEFAACCAgSAM | C
CgKCAgEAypbynegez4l hx2l Zynl @ nOvYzUJ9I | 4X5x8GYxt 0Jzald g+vt u45xa
uN PK3Uszvl gdcMnhhp6yYab6A215c0zdOGn 5uJ YPD5QQr Tnvchl PO UP1gSql 7R
uJubU 51 G2AaXcr uhNUzcBwMVRBYPoL8at Yr nGkaj Vwpl r f nj PbFXj ep/ hEEK/ kd
w+PCVeOnDg6YUyukR1ly ez o0 YW\ BRag5BPS4gNt P+Qd7¢ YL KWBZIPnl x XONQKxV
NEEBgy D4CM 3sXBygORS| CBagzq/ s5/ br f 6+vC sbE+Ar dTW9/ el ql 2gDChgChWs
eFSLP2R1xR3Eet RS8st u2SsNSs DPQKI COgO0! x Jkh9nmd XFy K/ 56 YJ Br we bV OF
WALz7/ CPY+f Bt 3pbW I x3UYUt u+4RxVxUPLSpD/ d4sPBeA2Gr B5dpy1ETLT4LzVh
it hgEZXcTr zUgzhXupgB72FvY4Bp/ CbRd3pi Mc3hFO OKqgl Y20D2Pcncl f KM2IJW
dUWgYI 8XdGoS+Mwp41wQO71GaMknt szVWW70VenPWevQABH7/ vZz6/ i Qyl t O6C6VY
sel CZ9ECkBxbYcsl Ff QN g+gHf Pt QQEHRWACgg!l Uzqs0515pKECaJmbKWwj 671eZ
0xxdK/ gJEZYI unOR89RM 3z LMs51M-2WhV+DUHVE 2y Ty h3a+6 MCAWEAAavh MB8wW
HQYDVROOBBYEFP3n01J1wDRr sl RhOj i hx54UechOVAOGCSqGSI b3DQEBBQUAA4I C
AQCRFui xQcj OPEP00JUyDuj a7zsx| NQOqPr EgR72y BRqW\f RBE9J4VAH ky TCeMp
Wyt xzDAxe7HdTyeNJWIdPKB8yY 01!l kwxdf RDoZhXi JPPoCBgn2K8YxVyGIZI j 04R9
WYBNI pzj aCdoJ6at KFUACCgkJBogBbMBupD5A2S09DDr / G sx64Ldk U6 CEmivbdgD
xi ol LpcKoTNY3QQbpEj nwyul GB8M POV SwBoLRd4bdoRIFOXf 28cnmeJDt dKvM+S
JSO0QJI2uCKYKXZI gr | VhBhc GQKBgt eZLD2zuFLLq4441 knDbwxX79bpVPMAr 3nggzi
WA5Tpx45gdQt | KIAWUU+ZWS2UXnVI 75Jhe9SI Zyp8bG JaKggpXazyRaFEi KIH4
sf ogkV4i 8r Yf Cvqzo0sC5+Losr | MXhPdoi nJ9j T7166i BOognBRW3BZmEX4c/ 1
NS1i OygHOWOLWFKz p4nf SnPi ot f SSHPRZZF4n!l wKCpuWreRT8D7 U4cy oW-+GTaow
| BS+Z8HHUpHANNL7BNkNv360uVI 81 | N7 SF9ZKt +dESRmMW KUY5Sn6CQp7f +Fni fi
vnYGsJz2QX +/ vvOBIMUDTqCRI whDG VHIRI Ej vIP/ L9gql1LOKsuJ FpvW Jw f Do+
OFt TALbFi P3Xzf Qncys7eNi 0AWRXd6x0l QOVUt uf pai x5g==

————— END CERTI FI CATE- - - - -

SWAMID QA Metadata Feeds

Name Url Usage

https://mds.swamid.se/ga/ = Contains all SWAMID QA registered identity providers and service providers.

SWAMID QA Metadata

Query Service . . .
All implementations that are able to use MDQ shall do so due to that metadata is only

downloaded and cached when needed instead of downloading full metadata aggregates.

SWAMID QA Identity
Providers

SWAMID QA Service
Providers

SWAMID QA All Entities

SWAMID QA Entitites in
QA approved by
SWAMID

https://mds.swamid.se/qa
/md/swamid-idp.xml

https://mds.swamid.se/ga
/md/swamid-sp.xml

https://mds.swamid.se/ga
/md/swamid-ga.xml

https://mds.swamid.se/ga
/md/swamid-approved.xml

Contains all SWAMID QA registered identity providers for use by relying parties.
For use by all SWAMID QA registered service providers that don't use the MDQ protocol.
Contains all SWAMID QA registered service providers for use by relying parties.
For use by all SWAMID QA registered identity providers that don't use the MDQ protocol.

All SWAMID QA identity providers and service providers.

Selected entities in SWAMID QA approved by SWAMID Operations.

Additional information including certficate and fingerprint for signing key is available at the SWAMID QA metadata repository.

Display and update SWAMID QA metadata

The SWAMID QA Metadata Tool display all metadata registered in SWAMID QA. The tool also handles self adminstration of registered entities in the QA
environment.


https://mds.swamid.se/qa/
https://mds.swamid.se/qa/md/swamid-idp.xml
https://mds.swamid.se/qa/md/swamid-idp.xml
https://mds.swamid.se/qa/md/swamid-sp.xml
https://mds.swamid.se/qa/md/swamid-sp.xml
https://mds.swamid.se/qa/md/swamid-qa.xml
https://mds.swamid.se/qa/md/swamid-qa.xml
https://mds.swamid.se/qa/md/swamid-approved.xml
https://mds.swamid.se/qa/md/swamid-approved.xml
https://mds.swamid.se/qa/md/
https://metadata.qa.swamid.se/
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