3.1 Configure Shibboleth SP - shibboleth2.xml

We have prepared two files with reasonable defaults for connecting an SP to SWAMID. One is for a shibboleth SP behind an Apache web server and the
other is for a shibboleth SP behind an 1IS web server. You need to change EntitylD and any other values containing the string example.org in the file to
the public FQDN (Fully Qualified Domain Name) of your host. Note that registering a fully functional SP with SWAMID usually requires you to have a
FQDN for your service in DNS that is visible on the public Internet. It is possible to register internal development instances in the SWAMID testing
metadata that points to localhost or other internal DNS names but this is discouraged for production services.

If you have followed the installation guides in this wiki so far, you should rename the downloaded file, edit it and rename it to shibboleth2.xml and put it in
the SHIB_HOME directory (/etc/shibboleth on linux c:\opt\shibboleth-sp\etc\shibboleth on Windows, if you haven't changed that during installation).

The latest published SWAMID example main configuration file for Shibboleth Service Provider 3 is published at mds.swamid.se/entity-configurations
/Shibboleth-SP/v3/. Below is the latest versions included from the publication repository.

swamid-apache-shibboleth2.xml without standard installation comments and examples

<SPConfi g xm ns="urn: mace: shi bbol et h: 3. 0: nati ve: sp: config

xm ns: conf ="ur n: mace: shi bbol et h: 3. 0: nati ve: sp: confi g"

xm ns: sam ="urn: oasi s: nanes: tc: SAM.: 2. 0: assertion"

xm ns: sam p="urn: oasi s: names: t c: SAM.: 2. 0: pr ot ocol "

xm ns: nd="ur n: oasi s: nanmes: t c: SAML: 2. 0: et adat a"

cl ockSkew="180">

<ApplicationDefaults entityl D="https://swani dsp. exanpl e. or g/ shi bbol et h"
REMOTE_USER="subj ect -i d eppn pairw se-id persistent-id"
net adat aAttri but ePrefix="Mta-">

<Sessions |ifetine="28800" tineout="3600" relayState="ss: nent
redirectLimt="exact"
checkAddress="fal se" handl er SSL="true" cooki eProps="http" sameSiteFal | back="true">

<Logout >SAM_2 Local </ Logout >

<Sessionlnitiator type="Chaining" Location="/DS/Login" id="swani d-ds-default" rel ayState="cookie">
<Sessionlnitiator type="SAM.2" acsl ndex="1" acsByl ndex="fal se" tenpl ate="bi ndi ngTenpl ate. htnml "/>
<Sessionlnitiator type="Shibl" acslndex="5"/>
<Sessionlnitiator type="SAM.DS" URL="https://service.seanl essaccess.org/ds/"/>

</ Sessionlnitiator>

<md: Asserti onConsuner Servi ce Location="/SAM.2/ POST" i ndex="1"
Bi ndi ng="ur n: oasi s: names: t c: SAM.: 2. 0: bi ndi ngs: HTTP- POST"
conf : i gnoreNoPassi ve="true"/>

<Handl er type="MetadataCenerator" Location="/Metadata" signing="false"/>
<Handl er type="Status" Location="/Status" acl="127.0.0.1 ::1"/>

<Handl er type="Session" Location="/Session" showAttributeVal ues="fal se"/>
<Handl er type="Di scoveryFeed" Location="/Di scoFeed"/>

<md: Artifact Resol uti onServi ce Location="/Artifact/SOAP" index="1"
Bi ndi ng="urn: oasi s: nanes: t c: SAM.: 2. 0: bi ndi ngs: SOAP"/ >

</ Sessi ons>

<Errors support Cont act ="webnast er @xanpl e. org"
hel pLocat i on="/about . htm "
st yl eSheet ="/ shi bbol et h- sp/ nai n. css"/ >

<Met adat aProvi der type="MDQ' id="mdg.swanmi d.se" ignoreTransport="true" cachebDirectory="ndq. swanid. se"
baseUr| ="https://mds. swam d. se/ ">
<Met adat aFi | ter type="Signature" certificate="nd-signer2.crt"/>
<Met adataFilter type="RequireValidUntil" naxValiditylnterval ="2419200"/>
</ Met adat aPr ovi der >

<o "ad way -->

<l --

<Met adat aPr ovi der
type="XW."

url ="https://nds. swam d. se/ nd/ swam d-i dp-transitive.xm"
backi ngFi | ePat h="swami d-i dp-transitive.xm" rel oadl nterval ="14400" >
<Met adat aFi | ter type="Signature" certificate="nd-signer2.crt" verifyBackup="false" />
</ Met adat aPr ovi der >


https://mds.swamid.se/entity-configurations/Shibboleth-SP/v3/
https://mds.swamid.se/entity-configurations/Shibboleth-SP/v3/

-->
<AttributeExtractor type="XM" validate="true" rel oadChanges="fal se" path="attribute-map.xm"/>

<AttributeExtractor type="Metadata" errorURL="error URL" Di spl ayNane="di spl ayNane"
regi strationAuthority="registrationAuthority"/>

<l-- nore attributes please check https://shibbol eth.atlassian. net/w ki/spaces/ SP3/ pages/ 2065334447
/ Met adat aAttri but eExtractor -->

<Attribut eResol ver type="Query" subjectMatch="true"/>
<AttributeFilter type="XM" validate="true" path="attribute-policy.xm"/>

<Credenti al Resol ver type="File" key="sp-key.pent certificate="sp-cert.pent/>
</ Appl i cati onDef aul t s>
<SecurityPolicyProvider type="XM." validate="true" path="security-policy.xm"/>

<Pr ot ocol Provi der type="XM" validate="true" rel oadChanges="fal se" path="protocols.xm"/>

</ SPConfi g>

swamid-lIS-shibboleth2.xml without standard installation comments and examples

<SPConfi g xm ns="urn: mace: shi bbol et h: 3. 0: nati ve: sp: confi g"
xm ns: conf ="ur n: mace: shi bbol et h: 3. 0: nati ve: sp: confi g"
xm ns: sanml ="ur n: oasi s: names: tc: SAML: 2. 0: assertion”
xm ns: sam p="urn: oasi s: names: t c: SAM.: 2. 0: prot ocol "
xm ns: nd="ur n: oasi s: nanmes: t c: SAML: 2. 0: et adat a"
cl ockSkew="180">

<l nProcess | ogger="native.| ogger">
<I SAPI nornal i zeRequest ="true" saf eHeader Nanes="true">
<Site id="1" nane="swani dsp. exanpl e.org" schene="https" port="443"/>
</ | SAPI >
</l nProcess>

<Request Mapper type="Native">
<Request Map>
<Host nanme="swani dsp. exanpl e. org">
<Pat h nanme="nmyswam dapp" requireSessi on="true" authType="shibboleth"/>
</ Host >
</ Request Map>
</ Request Mapper >

<ApplicationDefaults entityl D="https://swam dsp. exanpl e. or g/ shi bbol et h"
REMOTE_USER="subj ect-id eppn pairw se-id persistent-id"
net adat aAttri but ePrefix="Mta-">
<Sessions |ifetine="28800" tineout="3600" relayState="ss: nent
redirectLimt="exact"
checkAddress="f al se" handl er SSL="true" cooki eProps="http" sanmeSiteFal | back="true">

<Logout >SAM.2 Local </ Logout >

<Sessionlnitiator type="Chaining" Location="/DS/Login" id="swam d-ds-default” rel ayState="cookie">
<Sessionlnitiator type="SAM.2" acslndex="1" acsByl ndex="fal se" tenpl ate="bi ndi ngTenpl ate. htnml "/>
<Sessionlnitiator type="Shibl" acsl ndex="5"/>
<Sessionlnitiator type="SAM.DS" URL="https://service.sean essaccess.org/ds/"/>
</ Sessi onlnitiator>

<md: AssertionConsuner Servi ce Location="/SAM.2/ POST" i ndex="1"
Bi ndi ng="urn: oasi s: nanes: t c: SAM.: 2. 0: bi ndi ngs: HTTP- POST"

conf : i gnoreNoPassi ve="true"/>

<Handl er type="MetadataGenerator" Location="/Metadata" signing="fal se"/>
<Handl er type="Status" Location="/Status" acl="127.0.0.1 ::1"/>

<Handl er type="Session" Location="/Session" showAttributeVal ues="fal se"/>

<Handl er type="Di scoveryFeed" Location="/Di scoFeed"/>



<md: Artifact Resol uti onServi ce Location="/Artifact/SOAP" index="1"
Bi ndi ng="urn: oasi s: nanes: t c: SAM.: 2. 0: bi ndi ngs: SOAP"/ >
</ Sessi ons>

<Errors support Cont act ="webnast er @xanpl e. or g"
hel pLocati on="/about . htm "
styl eSheet ="/ shi bbol et h- sp/ mai n. css"/ >

<Met adat aProvi der type="MDQ' id="mndg.swanid.se" ignoreTransport="true" cachebDirectory="ndq. swani d. se"
baseUr| ="https:// mds. swanm d. se/ ">
<Met adataFilter type="Signature" certificate="nd-signer2.crt"/>
<Met adat aFi | ter type="RequireValiduntil" nmaxValiditylnterval ="2419200"/>
</ Met adat aPr ovi der >

<l-- "dd" way -->
<l--
<Met adat aPr ovi der
type="XWm."

url ="https://mds. swanm d. se/ nd/ swam d-i dp-transitive. xm"
backi ngFi | ePat h="swami d-i dp-transitive.xm " rel oadl nterval ="14400">
<Met adat aFil ter type="Signature" certificate="nd-signer2.crt" verifyBackup="fal se" />
</ Met adat aPr ovi der >
-->

<AttributeExtractor type="XM" validate="true" rel oadChanges="fal se" path="attribute-map.xm"/>
<AttributeExtractor type="Metadata" errorURL="error URL" Di spl ayNane="di spl ayNane"
registrati onAut hority="registrati onAuthority"/>
<l-- nore attributes please check https://shibbol eth.atlassian.net/w ki/spaces/ SP3/ pages/ 2065334447
/ Met adat aAttri but eExtractor -->
<Attribut eResol ver type="Query" subjectMatch="true"/>
<AttributeFilter type="XM" validate="true" path="attribute-policy.xm"/>
<Credenti al Resol ver type="File" use="signing"
key="sp- si gni ng- key. pent' certificate="sp-signing-cert.penm/>
<Credenti al Resol ver type="File" use="encryption"
key="sp-encrypt-key. pent certificate="sp-encrypt-cert.pent/>
</ Appl i cati onDef aul t s>
<SecurityPolicyProvider type="XM." validate="true" path="security-policy.xm"/>

<Pr ot ocol Provi der type="XM" validate="true" rel oadChanges="fal se" path="protocols.xm"/>

</ SPConfi g>

Errorhandling

The "<Errors .... /> assumes that http://example.org/about.html leads to some form of help page and that webmaster@example.org is the right contact
address for your service. Change according to taste.

Additional setup steps

After you save this file as /etc/shibboleth/shibboleth2.xml, download https://mds.swamid.se/md/md-signer2.crt and save as /etc/shibboleth/md-signer.crt (or
your windows equivalent). Take care to verify the fingerprint of this certificate as published on https://mds.swamid.se/md/. Finally you must generate a
keypair for your SP. This keypair is not the same as the certificate of your service and is used to secure SAML protocol messages between SWAMID IdPs
and your service. Usually you do this by running the following command

shibboleth key generation

# shi b-keygen -h exanpl e.com

At this point you should be able to restart the shibd process. If you get errors or if shibd refuses to start, make sure you don't have syntax error in any of
your XML files. The system logs should provide clues about what may have gone wrong. If necessary increase the shibboleth log level to DEBUG.


https://mds.swamid.se/md/md-signer2.crt
https://mds.swamid.se/md/

If shibd restarts ok, you should be able to point a browser at (or use curl to download) https://example.com/Shibboleth.sso/Metadata which should
contain a PEM encoded version of your newly generated SP keypair. At this point you are read to register this metadata with SWAMID.
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