Shibboleth 3 med hog tillganglighet
@ Webinar

Véaren 2016 holls ett webinar om hur man konfigurerar Shibboleth 3.2 med hdg tillgéanglighet. Detta webinar gar att lysnna pa pa sidan SWA
MID Webinar 2 2016.

Beroenden

Lagg till JPA Storage Service

Konfiguration

Lagg till féljande i idp.properties:

i dp. sessi on. St orageServi ce = shi bbol et h. JPASt or ageSer vi ce
i dp. repl ayCache. St or ageServi ce = shi bbol et h. JPASt or ageSer vi ce
idp.artifact. StorageServi ce = shi bbol et h. JPASt or ageSer vi ce

Anvands CAS och/eller consent behdvs aven motsvarande rad for dem:

i dp. cas.idp. session. StorageService = shi bbol et h. JPASt or ageSer vi ce
i dp. consent . St orageServi ce = shi bbol et h. JPASt or ageSer vi ce

MASTER-MASTER replikering
Exempel p& uppséttning av MySQL
® http://www.ryadel.com/en/mysql-master-master-replication-setup-in-5-easy-steps/

Hela databasen "shibboleth” behover replikeras

En nod boér vara master

Gor alla férandringar p& denna nod, bygg war-fil, och kopiera allt till 6vriga noder

Kopiera conf och creds till den nya noden, tank pa att kopiera detta igen nar konfigurationen har férandrats
conf/, credentials/, metadata/, ssl/, views/ & war/

Uppdatera foljande lésenord pa slavarna
| filen /opt/jetty/jetty-base/start.d/idp.ini

® jetty.backchannel.keystore.password
® jetty.browser.keystore.password

Tank p& att uppdatera lésenordet pa shibboleth-anvandaren i MySQL
Man kan aven andra root losenordet pa noderna sa att man har samma

Sealer.* maste vara samma mellan alla noder och roteras dagligen

Se: /opt/idp-installer/bin/dailytasks.sh

En nod bér generera den och pusha ut den till 6vriga noder

SSH-nycklar behéver skapas for att pusha sealer.* till slavar alternativt sa kan ett gemensamt filsystem anvandas for transport av sealer

Forslag pa script som skapar och scp:ar sealer

#!/ bi n/ bash


https://wiki.sunet.se/display/SWAMID/JPA+Storage+Service
http://www.ryadel.com/en/mysql-master-master-replication-setup-in-5-easy-steps/
https://wiki.sunet.se/display/SWAMID/SWAMID+Webinar+2+2016
https://wiki.sunet.se/display/SWAMID/SWAMID+Webinar+2+2016

Dai ly | dP housekeepi ng tasks

A shell script to handle daily housekeeping tasks for the |dP
Installation |ocation: /opt/idp-installer/bin
Expected crontab to roll key at 1lpmlocaltinme daily:
"0 23 * * * /opt/idp-installer/bin/dailytasks.sh > /dev/null 2>&1"

Functi ons:

perform Shib v3 secret Key roll over
see: https://wiki.shibbol eth. net/confl uence/di spl ay/ | DP30/ Secr et KeyManagenent
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# ${ APPROOT}/ conf/ha. master should hold naster nane if any
# ${ APPROOT}/ conf/ ha. sl aves shoul d hold sl ave names if any

export JAVA HOME=/ usr/j aval/ def aul t

APPROOT="/opt/idp-installer"
APPBI N=" ${ APPROOT} / bi n"

LOGFI LE=" ${ APPROOT} / st at us. | og"
ECHO="echo -e "

HOSTNAME=" host nane -s”

SLAVE=no

| DP_HOVE="/ opt / shi bbol et h-i dp"
# Maxi mum age in hours

MAXAGE=2

${ECHO ‘date’ "$$: BEG N " & >(tee -a ${LOGFILE})

if [ -r ${LOGFILE} | && [ $(date +9%) -eq O ]; then
${ECHO} “date’ "$$: Rotating ${LOGFILE}" &> >(tee -a ${LOGFI LE})
nv ${LOGFI LE} ${LOGFILE}.old

fi

# Assume | ama slave if there is a naster whose nane is not mne.
if [ -r "${APPROOT}/conf/ha. master" ] && [ ! $(cat "${APPROOT}/conf/ha.master" | sed 's/\..*//') =
"${HOSTNAME}" ]; then
SLAVE=yes
fi

# Only regenerate if a naster or secret key is missing or old
if [ "${SLAVE}" = "no" ] || [ ! -r "${I DP_HOVE}/credential s/sealer.jks" ] || \

[ $(( $(stat --printf="9%Nn" "${I DP_HOVE}/credential s/sealer.jks" ) + $((60 * 60 * ${MAXAGE})) )) -It
$(date +%) ]; then

${ECHO} “date” "$$: Function 1/1:Doing Secret Key Rollover" & >(tee -a ${LOGFI LE})

# trick: the pivot for the awk parsing is on the 'd=" in 'Password='" to preserve things if '=' is the
| ast character (or not)

STORE_PASS="$(cat ${IDP_HOVE}/conf/idp.properties|grep idp.seal er.storePassword |awk -F d=" '{print
$2}'| tr -d '[[:space:]]")"

${ECHO} “date” "$3$: Step 1/2: Make Backup of credential s/sealer.jks" & >(tee -a ${LOGFI LE})
CVDF1S1="cp -p ${| DP_HOME}/credential s/seal er.jks ${1 DP_HOMVE}/credenti al s/ seal er.j ks.
recent Previ ous\Ver si on"
eval ${CMDF1S1} & >(tee -a ${LOGFILE})

${ECHO} “date” "$$: Step 2/2:Perform Update" & >(tee -a ${LOGFI LE})
CVDF1S2=" ${ | DP_HOVE}/ bi n/ seckeygen. sh --storefile ${1 DP_HOVE}/credenti al s/ seal er.jks --storepass
"${ STORE_PASS}" --versionfile ${1DP_HOVE}/credential s/ seal er.kver --alias secret’
eval ${CMDF1S2} &> >(tee -a ${LOGFILE})

# Copy the regenerated key to all known sl aves.
if [ "${SLAVE}" = "no" ] && [ -r "${APPROOT}/conf/ha.slaves" ] && [ $(wc -1 <"${APPROOT}/ conf/ ha.
slaves") -gt 0 ]; then



for HOST in $(cat "${APPROOT}/conf/ha. sl aves"); do
if [ ! ${HOSTNAME} = ${HOST} ] && $(ping -c 1 -gq ${HOST} >/dev/null 2>&1); then
scp -p -q "${I DP_HOVE}"/credential s/seal er.* ${HOST}:"${| DP_HOVE}/credential s/" && \
${ECHO} “date” "$$: Copy Secret Key to ${HOST}" &> >(tee -a ${LOGFI LE})
fi
done
fi

el se

${ECHO} “date’ "$$:1 ama slave, passing by" & >(tee -a ${LOGFI LE})
fi

${ECHO “date’ "$$: END= " & >(tee -a ${LOGFI LE})

Skapa féljande katalog
® /opt/idp-installer/conf
Skapa foljande filer
* /opt/idp-installer/conf/ha.master - Ska innehalla hostname pa master-noden
* Jopt/idp-installer/conf/ha.slaves - Ska innehélla hostname pa alla slav-noder, en per rad

Andra pa cron-jobbet fér dailytasks.sh pa samtliga slav-noder sa att det kors 23:30

Ett script som goér det mesta, dock ingen sync av sealer.*, anvands pa egen risk:

#1/ bi n/ bash
cat << EOM > /tnp/ newTabl e
CREATE TABLE | F NOT EXI STS St orageRecords (
context varchar(255) NOT NULL,
id varchar(255) NOT NULL,
expires bigint(20) DEFAULT NULL,
val ue | ongtext NOT NULL,
versi on bigint(20) NOT NULL,
PRI MARY KEY (context,id),
KEY st orager ecor ds_expires_i ndex (expires)
) ENG NE=I nnoDB DEFAULT CHARSET=ut f 8;
GRANT ALL PRI VI LEGES ON shi bbol et h. St orageRecords TO ' shi bbol eth' @1 ocal host "' ;
EQOM
cat << EOM > [/t np/ newAddTod obal
<bean i d="shi bbol et h. JPASt or ageSer vi ce"
cl ass="org. opensani . st orage. i npl . JPASt or ageSer vi ce"
p: cl eanupl nterval =" % i dp. st or age. cl eanupl nt erval : PTIOM "
c: fact ory-ref="shi bbol et h. JPASt or ageSer vi ce. Enti t yManager Factory" />

<bean i d="shi bbol et h. JPASt or ageSer vi ce. Enti t yManager Fact ory"
cl ass="org. spri ngfranmework. orm j pa. Local Cont ai ner Enti t yManager Fact or yBean" >
<property nane="persistenceUnitNane" val ue="storageservice" />
<property nane="packagesToScan" val ue="org. opensanl .storage.inpl" />
<property nane="dat aSource" ref="shibbol et h. JPASt or ageSer vi ce. Dat aSour ce" />
<property nane="j paVendor Adapter" ref="shi bbol et h. JPASt or ageSer vi ce. JPAVendor Adapter" />
<property nanme="j paDi al ect">
<bean cl ass="org. spri ngfranmework. orm j pa. vendor. Hi ber nat eJpaDi al ect" />
</ property>
</ bean>

<bean i d="shi bbol et h. JPASt or ageSer vi ce. JPAVendor Adapt er "
cl ass="org. spri ngf ranewor k. orm j pa. vendor . H ber nat eJpaVendor Adapt er " >
<property nane="dat abase" val ue="MYSQ" />
</ bean>
<bean i d="shi bbol et h. JPASt or ageSer vi ce. Dat aSour ce"
cl ass="com zaxxer . hi kari . Hi kari Dat aSour ce" destroy-net hod="cl ose" lazy-init="true"
p: driverd assNanme="com nysql . j dbc. Dri ver"
p:jdbcUrl ="jdbc: mysql ://127.0.0. 1: 3306/ shi bbol et h?aut oReconnect =t r ue&anp; | ocal Socket Addr ess=127.0.0. 1
&anp; connect Ti meout =1800&anp; i ni ti al Ti meout =2&anp; | ogSI owQuer i es=t r ue&anp; aut oReconnect For Pool s=t r ue"
p: user name="shi bbol et h"
p: passwor d="9% i dp. st or age. dat abasePassword: p@sword}" />
EOM



#curl --silent -k -L --output /opt/shibboleth-idp/edit-webapp/ VEB-1NF/1ib/bonecp-0.8.0. RELEASE. j ar
http://repol. maven. or g/ maven2/ con j ol box/ bonecp/ 0. 8. 0. RELEASE/ bonecp- 0. 8. 0. RELEASE. j ar

curl --silent -k -L --output /opt/shibboleth-idp/edit-webapp/ WEB-INF/1ib/H kariCP-2.4.3.jar http://search.
maven. or g/ renot econt ent ?fi | epat h=coni zaxxer/ Hi kari CP/ 2. 4. 3/ Hi kari CP-2.4.3.j ar

#curl --silent -k -L --output /tnp/apache-tontat-7.0.68.tar.gz http://apache. mrrors. spacedunp. net/tontat
/tontat-7/v7.0.68/bin/apache-tontat-7.0.68.tar.gz
#cd [t/

#tar xf apache-tontat-7.0.68.tar.gz apache-tontat-7.0.68/1ib/tontat-jdbc.jar

#mv apache-tontat-7.0.68/1ib/tontat-jdbc.jar /opt/shibboleth-idp/edit-webapp/ VEB-INF/Ii b/

#rm-rf /[tnp/apache-tontat-7.0.68*

nkdir -p /opt/shibbol eth-idp/edit-webapp/ WEB- | NF/ cl asses/ META- | NF

curl --silent -k -L --output /opt/shibboleth-idp/edit-webapp/ WEB-1NF/cl asses/ META-1NF/ orm xml https://ww.
swi t ch. ch/ aai / gui des/idp/installation/orm xm

cnt=$(grep -n "~#idp.session. StorageService" /opt/shibboleth-idp/conf/idp.properties | tail -n 1| cut -d: -
f1)

((cent++))

sed -i "${cnt}i idp.session.StorageService = shibbol et h. JPASt or ageServi ce" /opt/shi bbol et h-idp/ conf/idp.
properties

((cnt++))

sed -i "${cnt}i idp.replayCache. StorageServi ce = shibbol et h. JPASt or ageSer vi ce” /opt/shibbol et h-i dp/conf/idp.
properties

((cnt++))

sed -i "${cnt}i idp.artifact.StorageService = shibbol et h. JPASt or ageServi ce" /opt/shibbol et h-idp/conf/idp.
properties

dbPWs$(grep "p: password" /opt/shibbol eth-idp/conf/global.xm |[tail -n 1 |cut -d\" -f2)

echo "idp. storage. dat abasePasswor d=${ dbPW" >> /opt/shi bbol et h-i dp/ conf/i dp. properties

cnt=$(grep -n "</ beans>" /opt/shibboleth-idp/conf/global.xm | tail -n 1| cut -d: -f1)

((ent--))

sed -i "${cnt}r /tnp/newAddTod obal " /opt/shi bbol et h-idp/conf/gl obal . xni

JAVACVD=/ usr / bi n/java / opt/ shi bbol et h-idp/bin/build.sh -Didp.target.dir=/opt/shibbol eth-idp

nysql -u root -p < /tnp/newTable

rm/tnp/ newAddTod obal /tnp/newTabl e
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