FreeRADIUS configuration

NTLM configuration

NTLM/MSCHAP configuration

mschap {
wi t h_nt domai n_hack = yes
use_nppe = yes
require_encryption = no
require_strong = no
pool {
start = ${thread[pool].start_servers}
mn = ${thread[ pool ].m n_spare_servers}
max = ${thread[ pool ]. max_servers}
spare = ${thread[ pool ]. nax_spare_servers}
uses = 0
retry_delay = 30
lifetime = 86400
cl eanup_i nterval = 300
idle_tineout = 600
}

passchange {

}

# ntlmauth = "/usr/bin/ntlmauth --request-nt-key --username=% % Stri pped- User - Nane}: - % % User - Nane} : -
None}} --chall enge=% % nschap: Chal | enge}:-00} --nt-response=% % nschap: NT- Response}: - 00} "

wi nbi nd_usernane = "% nschap: User - Nane}"
wi nbi nd_domai n = "% mschap: NT- Domai n} "

LDAP configuration

LDAP configuration

I dap {
server = 'ldap://AD_DOVAI N
port = 389
identity = AD USERNAME@AD DOVAI N
password = AD_PASSWORD
base_dn = AD BASE_ DN

sasl {
}
updat e {
control : Passwor d- Wt h- Header += ' user Passwor d'
control : NT- Password ;= 'ntPassword'
reply: Repl y- Message ;= "radi usRepl yMessage'
reply: Tunnel - Type ;= 'radi usTunnel Type'
reply: Tunnel - Medi um Type ;= ' radi usTunnel Medi uniType'
reply: Tunnel - Private-G oup-1D 1= 'radi usTunnel Pri vat egroupl d'
# Wiere only a list is specified as the RADIUS attribute,
# the value of the LDAP attribute is parsed as a val uepair
# in the sane format as the 'valuepair_attribute' (above).
control: += 'radiusControl Attri bute'
request: += 'radi usRequest Attri bute'
reply: += 'radi usRepl yAttri bute'
}

edir = no



user {
base_dn = "${..base_dn}"

filter = "(sAVAccount Nane=% % St ri pped- User - Nane}: - % User - Nane}})"

sasl {
}
}
group {
base_dn = "${..base_dn}"
name_attribute = "CN'
filter ="' (objectd ass=posi xG oup)"'
menbership_attribute = ' menberOf'
}
profile {
}
client {
base_dn = "${..base_dn}"
filter = ' (objectdass=radiusCient)’
tenplate {
}
attribute {
i paddr = 'radiusCientldentifier’
secr et =
}
}

accounting {
reference = "% tol ower:type. % Acct - St at us- Type}}"

type {
start {
update {
description := "Online at
}
}
interi mupdate {
updat e {
description := "Last seen at
}
}
stop {
update {
description := "Ofline at
}
}
}
}
post-auth {
update {
description := "Authenticated at %5"
}
}
options {

chase_referrals = yes
rebind = yes
res_tinmeout = 10
srv_tinelimt =3

net _timeout = 1

idle = 60

probes = 3

interval = 3

| dap_debug = 0x0028

'radiusCientSecret’



tls {

}

pool {
start = ${thread[pool].start_servers}
mn = ${thread[ pool].m n_spare_servers}
max = ${thread[ pool ]. max_servers}
spare = ${thread[ pool].max_spare_servers}
uses = 0
retry_delay = 30
lifetime =0
ide_tinmeout = 60

}

Unlang logic, sites-enabled/default



default

aut hori ze {

}

filter_usernane

preprocess

chap

nmschap

di gest

suffix

eap {
ok = return
updated = return

}

files

-sql
expiration
| ogintine
pap

authenticate {

}

Aut h- Type PAP {
pap
}

Aut h- Type CHAP {
chap
}

Aut h- Type MS- CHAP {
nmschap

}

nmschap
di gest
| dap
eap

post-auth {

if (LDAP-G oup == "Test") {
update reply {
Tunnel - Type : = "VLAN'
Tunnel - Medi um Type : = "I EEE- 802"
Tunnel -Private-Goup-1d := "Test"

}

elsif (LDAP-Group == "Test2") {
update reply {
Tunnel - Type : = "VLAN'
Tunnel - Medi um Type : = "I EEE- 802"
Tunnel -Private-Goup-1d := "Test2"

el se {
update reply {
Tunnel - Type : = "VLAN'
Tunnel - Medi um Type : = "I EEE- 802"
Tunnel - Private- Group-1d

;= "Unknown"
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