Integrating JupyterHub with Nextcloud

If you don't know what Jupyter Notebooks are, | encourage you to check them out. They give you a way
to write programs, in a variety of programming languages, and share those with your friends and
colleagues (even if they themselves are not as tech savvy as you are). JupyterHub in turn gives you a
way to easily manage a large number of notebooks presented on the internet.

Now, wouldn't it be cool if you could display Jupyter notebooks inside of Nextcloud, and have access to
all your Nextcloud files inside the Jupyter interface?

I think so.

TL;DR;

Prerequisites

Authenticating Jupyter with Nextcloud
Syncing files from Nextcloud to JupyterHub
Displaying JupyterHub inside Nextcloud
Putting it all together

TL:DR;

Our code and k8s manifests are available here, in the j upyt er directory: https://platform.sunet.se/Drive
/k8s-manifests

Prerequisites

For our use case we will be deploying JupyterHub in Kubernetes using the wonderful Zero to JupyterHub
with Kubernetes. To make the file syncing work as expected later, we will need to patch the Helm charts
unfortunately (I will see if | can upstream these changes, so stay tuned for future updates).

hub.patch

diff --git a/jupyterhub/tenplates/hub/deploynent.yam b/jupyterhub

/t enpl at es/ hub/ depl oyrent . yani

i ndex d6elc63..359e981 100644

--- aljupyterhub/tenpl at es/ hub/ depl oyment . yam +++ b/ j upyt er hub/ t enpl at es
/ hub/ depl oynent . yam

@-33,6 +33,10 @@ spec:

{{- . | toyanml | nindent 8 }}
{{- end }}
spec:
+ host Al i ases:
+ - ip: "127.0.0.1"
+ host nanes:
+ " hub"
{{- if .Values.scheduling.podPriority.enabled }}
priorityd assName: {{ include "jupyterhub.priority.fullnane" . }}
{{- end }}
@-211,6 +215,8 @@ spec:
ports:
- nane: http
contai nerPort: 8081
+ - nane: refresh-token
+ cont ai nerPort: 8082
{{- if .Values. hub.livenessProbe. enabl ed }}
{{- /* NOTE:
We don't know how | ong hub dat abase upgrades coul d take so
having a

hel mrepo add jupyterhub https://hub.jupyter.org/hel mchart/

hel m repo update

hel m fetch jupyterhub/jupyterhub --version 3.2.1 --untar --untardir
patch -pl < hub. patch

)

Jjupyter


https://jupyter.org/
https://jupyter.org/hub
https://platform.sunet.se/Drive/k8s-manifests
https://platform.sunet.se/Drive/k8s-manifests
https://z2jh.jupyter.org/en/stable/
https://z2jh.jupyter.org/en/stable/

Authenticating Jupyter with Nextcloud

The first piece of the puzzle is to use Nextcloud for authentication in JupyterHub. This can be achieved
out of the box, with some configuration. In our case, we will implement a sub class of the
GenericOAuthenticator class. The code will take care of authentication with oauth2 against Nextcloud
and and will also refresh the access_token for the user, when it expires.

You need to create a oauth2 client in Nextcloud and get a client_id and client_secret from Nextcloud: http
s://docs.nextcloud.com/server/latest/admin_manual/configuration_server/oauth2.html

These needs to be stored as kubernetes secrets, look at the very bottom of this post to find out what they
sould be called.

The code looks like this:

i nport time

i mport requests

fromdatetinme inport datetine

from oaut henti cator.generic inport GenericQAut henticator

token_url = "https://' + os.environ[' NEXTCLOUD_HOST'] + '/index. php
[ apps/ oaut h2/ api / v1/ t oken'

debug = os. environ. get (' NEXTCLOUD DEBUG QAUTH , 'false').lower() in
["true', "1', 'yes']

def get_nextcl oud_access_t oken(refresh_token):
client_id = os.environ[' NEXTCLOUD CLIENT_ID ]
client_secret = o0s.environ[' NEXTCLOUD_CLI ENT_SECRET' ]

code = refresh_token
data = {
'grant _type': 'refresh_token',
'code': code,
'refresh_token': refresh_token,
‘client_id : client_id,
‘client_secret': client_secret
}
response = requests. post(token_url, data=data)
if debug:
print(response.text)
return response.json()

def post_aut h_hook(authenticator, handler, authentication):

user = authentication['auth_state']['oauth_user']['ocs']['data']
["id]

auth_state = authentication['auth_state']

auth_state['token_expires'] = tinme.time() + auth_state
['token_response']['expires_in']

authentication['auth_state'] = auth_state

return authentication

cl ass Next cl oudQAut henti cat or (Generi cOAut henti cator):
def __init_ (self, *args, **kwargs):
super().__init__(*args, **kwargs)
sel f.user_dict = {}

async def pre_spawn_start(self, user, spawner):
super().pre_spawn_start(user, spawner)
auth_state = await user.get_auth_state()
if not auth_state:
return
access_token = auth_state[' access_token']
spawner . envi ronment [ ' NEXTCLOUD_ACCESS _TCKEN ] = access_t oken

async def refresh_user(self, user, handl er=None):
auth_state = await user.get_auth_state()
if not auth_state:
if debug:
print(f'auth_state mssing for {user}')
return Fal se
access_token = auth_state[' access_token']


https://docs.nextcloud.com/server/latest/admin_manual/configuration_server/oauth2.html
https://docs.nextcloud.com/server/latest/admin_manual/configuration_server/oauth2.html

refresh_token = auth_state['refresh_token']
token_response = auth_state['token_response']
now = tine.time()
now_hr = datetine.frontinestanp(now
expires = auth_state['token_expires']
expires_hr = datetine.frontimestanp(expires)
expires = 0
i f debug:
print(f'auth_state for {user}: {auth_state}')
if now >= expires:
if debug:
print(f'Tine is: {now hr}, token expired: {expires_hr}"')
print(f'Refreshing token for {user}')
try:
t oken_response = get_nextcloud_access_t oken(refresh_t oken)
auth_state[' access_token'] = token_response['access_token']
auth_state['refresh_token'] = token_response['refresh_token']
auth_state['token_expires'] = now + token_response
["expires_in']
auth_state['token_response'] = token_response
i f debug:
print(f' Successfully refreshed token for {user.name}')
print(f'auth_state for {user.nane}: {auth_state}')
return {'nane': user.nane, 'auth_state': auth_state}
except Exception as e:
i f debug:
print(f'Failed to refresh token for {user}')
return Fal se
return Fal se
i f debug:
print(f'Time is: {now_hr}, token expires: {expires_hr}")
return True

c. Jupyt er Hub. aut henti cat or _cl ass = Next cl oudQAut hent i cat or

c. Next cl oudQAut henticator.client_id = o0s.environ
[* NEXTCLOUD_CLI ENT_I D' ]

c. Next cl oudQAut henti cator.client_secret = o0s.environ
[' NEXTCLOUD_CLI ENT_SECRET' ]

c. Next cl oudQAut henti cator. |l ogin_service = 'Sunet Drive'

c. Next cl oudQAut henti cat or. usernane_claim= lanbda r: r.get('ocs',
{}).get('data', {}).get('id")

c. Next cl oudQAut henti cator.userdata_url = "https://' + os.environ
[" NEXTCLOUD_HOST'] + '/ocs/v2. php/cl oud/ user ?f or mat =j son'

c. Next cl oudQAut henti cator. authorize_url = "https://' + os.environ
['" NEXTCLOUD_HOST'] + '/index. php/ apps/ oaut h2/ aut hori ze'

c. Next cl oudQAut henti cator.token_url = token_url

c. Next cl oudQAut henti cator. oaut h_cal | back_url = "https://' + os.
environ[' JUPYTER_ HOST'] + '/hub/oauth_cal | back’

c. Next cl oudQAut henti cator.allow all = True

c. Next cl oudQAut henti cator.refresh_pre_spawn = True

. Next cl oudQAut henti cator. enabl e_auth_state = True

. Next cl oudQAut henti cator. auth_refresh_age = 3600

. Next cl oudQAut henti cat or. post _aut h_hook = post_aut h_hook

O o0 o0

Syncing files from Nextcloud to JupyterHub

To sync the files from Nextcloud to JupyterHub we will create a custom Jupyter Labs/Notebook image
that has a sync client in it.


https://github.com/sUNET/jupyter-custom

Dockerfile

FROM quay. i o/ j upyt er/ sci py- not ebook: | ab-4. 0. 10
USER r oot
RUN apt - get update && apt-get upgrade -y && apt-get install -y \
curl \
ja\
next cl oud- deskt op-cnd \
pyt hon3-pi p
COPY ./nc-sync /usr/local/bin/
USER j ovyan

The nc-sync script looks like this

#1/ bi n/ bash

rndir --ignore-fail-on-non-enpty /hone/jovyan/work
wor kdi r ="/ hone/ j ovyan'

nkdir -p ${workdir}
server="https://sunet.drive.test.sunet.se"
json_file="${workdir}/.access_token.json"

function refresh_token {
json="$(curl --header "Authorization: token ${JUPYTERHUB_API _TOKEN}"
https://${IJUPYTER _HOST}/ servi ces/ refresh-token/ t okens)"
# 1f json is enpty here we are early in the process and should have a
fresh token fromthe environnent
if [[ -z "${json}" ]]; then
t oken="${ NEXTCLOUD_ACCESS_TCKEN} "
json="{ \"access_token\": \"${token}\", \"token_expires\": $(date -d
"10 m n" +%).0000000 }"
f
echo "${json}" > "${json_file}"
token=$(jq -r '.access_token' "${json_file}")
echo "${token}"
}

function get_token {
# First we try to use our cache
if [[ -f "${json_file}" ]]; then
now=$(date +%)
token=$(jq -r '.access_token' "${json_file}")
expires_at=$(jq -r '.token_expires' "${json_file}"| sed 's/\..*//")
# If the token is expired, we fetch a new one
if [[ "${expires_at}" -1t ${now} ]]; then
t oken=$(refresh_t oken)
f
el se
t oken=$(r ef resh_t oken)
f
echo "${token}"
}

function ncsync {
while true; do
next cl oudcnd -s --user ${JUPYTERHUB_USER} --password $(get_token) --
path / "${workdir}" "${server}"
sl eep 5s
done

}

ncsync &

For this sync script to work we also need a JupyterHub service:


https://jupyterhub.readthedocs.io/en/stable/reference/services.html

i mport sys
c.JupyterHub.load_roles = [

{

name": "refresh-token",

"services": [
"refresh-token"

I

"scopes": [

"read: users",

"adm n: aut h_st ate"

"nane": "user",

"scopes": [
"access: services! servi ce=refresh-token",
"read: services! servi ce=refresh-token",
"sel f",

1.

"name": "server",
"scopes": [
"access: services! servi ce=refresh-token",
"read: servi ces! servi ce=refresh-token",
"inherit",
I,
}
]
c. Jupyt er Hub. services = |

{

nane' : 'refresh-token',

‘url': "http://' + os.environ.get(' HUB_SERVI CE_HOST', 'hub')
+ ':' + o0s.environ.get (' HUB_SERVI CE_PORT_REFRESH TOKEN , '8082'),

"display': False,

'oauth_no_confirm: True,

"api _token': os.environ[' JUPYTERHUB_API _KEY'],

'comand' : [sys.executable, '/usr/local/etc/jupyterhub
/refresh-token. py']

}
]

c. Jupyt erHub. adm n_users = {"refresh-token"}
c. Jupyt er Hub. api _tokens = {

os. environ[' JUPYTERHUB_API _KEY']: "refresh-token",
}

In theory it should be enough to have the load_roles config along with the services config, and the
admin_users and api_tokens should not be needed, but for me it does not seem to work without it.
YMMV. The executable r ef r esh-t oken. py is a piece of code that looks like this:

refresh-token.py

"""A token refresh service authenticating with the Hub.

This service serves “/services/refresh-token/ ",

aut henticated with the Hub,

showi ng the user their own info.

import json

i nport os

import requests

i nport socket

from jupyterhub. services.auth inport HubAuthenticated

fromjupyterhub.utils inmport url_path_join

fromtornado. httpserver inport HITPServer

fromtornado.iol oop i nport | OLoop

fromtornado.web inport Application, HTTPError, RequestHandl er,
aut henti cat ed



fromurllib.parse inport urlparse
debug = os. environ. get (' NEXTCLOUD DEBUG QAUTH , 'false').lower()

in['true', "1', 'yes']
def ny_debug(s):
i f debug:

with open("/proc/1/fd/1", "a") as stdout:
print(s, file=stdout)

cl ass RefreshHandl er (HubAut henti cat ed, Request Handl er):
def api_request(self, method, url, **kwargs):
nmy_debug(f' {sel f.hub_auth}"')
url = url_path_join(self.hub_auth.api_url, url)
al | ow_404 = kwar gs. pop(' al | ow_404', Fal se)
headers = kwargs. setdefaul t(' headers', {})
headers. setdefaul t (' Authorization', f'token {self.hub_auth.
api _token}')
try:
r = requests. request(nethod, url, **kwargs)
except requests. ConnectionError as e:
nmy_debug(f' Error connecting to {url}: {e}")
msg = f'Failed to connect to Hub APl at {url}."'
msg += f' |s the Hub accessible at this URL (from
host: {socket.gethostname()})?'

if '127.0.0.1" in url:
msg += ' Make sure to set c.JupyterHub.hub_ip to
an | P accessible to' + \
' single-user servers if the servers are
not on the same host as the Hub.'
rai se HTTPError (500, nsg)

data = None
if r.status_code == 404 and al | ow_404:
pass
elif r.status_code == 403:
nmy_debug(
' Lacki ng perm ssion to check authorization with
JupyterHub, ' +
f' ny auth token nay have expired: [{r.
status_code}] {r.reason}'
)
my_debug(r.text)
rai se HTTPError(
500,
" Permission failure checking authorization, | may
need a new token'
)
elif r.status_code >= 500:
ny_debug(f' Upstream failure verifying auth token: [{r.
status_code}] {r.reason}')
nmy_debug(r.text)
rai se HTTPError(
502, 'Failed to check authorization (upstream
problem")
elif r.status_code >= 400:
ny_debug(f' Failed to check authorization: [{r.
status_code}] {r.reason}')
my_debug(r.text)
rai se HTTPError (500, 'Failed to check authorization')
el se:
data = r.json()
return data

@ut henti cat ed
def get(self):
user _nodel = self.get_current_user()
# Fetch current auth state
user _data = self.api_request(' GET', url_path_join('users',
user _nodel [' nanme']))
auth_state = user_data['auth_state']



access_token = auth_state[' access_token']
token_expires = auth_state['token_expires']

sel f.set_header (' content-type', 'application/json')
sel f.write(json.dunps({' access_token': access_token,
"token_expires': token_expires}, indent=1, sort_keys=True))

cl ass Pi ngHandl er (Request Handl er) :

def get(self):
nmy_debug(f"DEBUG |In ping get")
sel f.set_header (' content-type', 'application/json')
self.write(json.dunps({' ping : 1}))

def main():
app = Application([
(os. environ[' JUPYTERHUB_SERVI CE_PREFI X'] + 'tokens',
Ref r eshHandl er),
(os.environ[' JUPYTERHUB_SERVI CE_PREFI X'] + '/?",
Pi ngHandl er),
D

http_server = HTTPServer (app)
url = url parse(os. environ[' JUPYTERHUB_SERVI CE_URL'])

http_server.listen(url.port)

I OLoop. current ().start()

This will create a custom api where the users sync client can always get an up to date access token,
without the refresh token, that will be kept by JupyterHub. | don't know if this is strictly neccessary, but it f
eels better not to expose a long lived token that in theory could be used to cause problems for the user if
it were to be leaked, where as the access token is only valid for an hour at a time.

Displaying JupyterHub inside Nextcloud

I wrote a simple app for Nextcloud, that simply displays the JupyterHub interface to the user inside an
iframe. While this is simple as far as integration goes (because Jupyter can already use Nextcloud for
authentication) it really makes it feel well integrated and allows for future improvements to the app, like
adding context menus in the files menu of Nextcloud to open notebooks directly in the app (not
implemented yet!).

Check the link above for how to install the app in your Nextcloud instance, and | will be making it
available in the Nextcloud appstore shortly. Here is a video on how it all looks.

jupyter.mp4


https://github.com/SUNET/nextcloud-jupyter

Putting it all together

We can deploy all the stuff from just inside the values.yaml for helm, if you have patched the charts as
per above. Ok, here itis in its full glory:

debug:
enabl ed: true
hub:
config:
Aut henti cator:
auto_l ogin: true
enabl e_aut h_state: true
Jupyt er Hub:
tornado_settings:

headers: { 'Content-Security-Policy': "frane-ancestors *;" }
db:
pvc:
st oraged assNane: <>
extraConfi g:
oaut hCode: |
i mport tine

i mport requests

fromdatetine inport datetinme

from oaut henti cator.generic inport GenericQOAut henticator

token_url = 'https://' + os.environ[' NEXTCLOUD HOST'] + '/index. php
| apps/ oaut h2/ api / v1/ t oken'

debug = os. environ. get (' NEXTCLOUD DEBUG CAUTH , 'false').lower() in
["true', "1', 'yes']

def get_nextcl oud_access_t oken(refresh_token):
client_id = os.environ[' NEXTCLOUD CLIENT_ID ]
client_secret = os.environ[' NEXTCLOUD_CLI ENT_SECRET" ]

code = refresh_token
data = {
‘grant _type': 'refresh_token',

'code': code,
'refresh_token': refresh_token,
‘client_id: client_id,
"client_secret': client_secret
}
response = requests. post(token_url, data=data)
if debug:
print(response.text)
return response.json()

def post_aut h_hook(authenticator, handler, authentication):

user = authentication['auth_state']['oauth_user']['ocs']['data']
["id]

auth_state = authentication['auth_state']

auth_state['token_expires'] = tinme.time() + auth_state
['token_response']['expires_in"]

aut hentication['auth_state'] = auth_state

return authentication

cl ass Next cl oudQAut henti cat or (Generi cOAut henticator):
def __init__(self, *args, **kwargs):
super().__init__(*args, **kwargs)
sel f.user_dict = {}

async def pre_spawn_start(self, user, spawner):
super().pre_spawn_start(user, spawner)
auth_state = await user.get_auth_state()
if not auth_state:
return
access_token = auth_state[' access_token']
spawner . envi ronment [ ' NEXTCLOUD_ACCESS_TCKEN ] = access_t oken

async def refresh_user(self, user, handl er=None):
auth_state = await user.get_auth_state()
if not auth_state:



if debug:
print(f'auth_state mssing for {user}')
return Fal se
access_token = auth_state[' access_token']
refresh_token = auth_state[' refresh_token']
token_response = auth_state['token_response']
now = tine.tinme()
now_hr = datetine.frontinestanp(now
expires = auth_state['token_expires']
expires_hr = datetine.frontinestanp(expires)
expires = 0
i f debug:
print(f'auth_state for {user}: {auth_state}')
if now >= expires:
if debug:
print(f'Time is: {now_hr}, token expired: {expires_hr}")
print(f' Refreshing token for {user}')
try:
token_response = get_nextcloud_access_t oken(refresh_token)
auth_state[' access_token'] = token_response[' access_token']
auth_state['refresh_token'] = token_response['refresh_token']
auth_state['token_expires'] = now + token_response
['expires_in']
auth_state['token_response'] = token_response
i f debug:
print(f' Successfully refreshed token for {user.nane}')
print(f'auth_state for {user.nane}: {auth_state}')
return {'nane': user.nanme, 'auth_state': auth_state}
except Exception as e:
i f debug:
print(f'Failed to refresh token for {user}')
return Fal se
return Fal se
i f debug:
print(f'Time is: {now_hr}, token expires: {expires_hr}")
return True

c. Jupyt er Hub. aut hent i cat or _cl ass = Next cl oudOAut henti cat or

c. Next cl oudQAut henticator.client_id = os.environ
[" NEXTCLOUD_CLI ENT_I D ]

c. Next cl oudQAut henti cator.client_secret = o0s.environ
[" NEXTCLOUD_CLI ENT_SECRET' ]

c. Next cl oudQAut hent i cat or. | ogi n_service = 'Sunet Drive'

c. Next cl oudQAut henti cat or. usernane_claim= lanbda r: r.get('ocs',
{}).get("data’, {}).get('id")

c. Next cl oudQAut henti cat or. userdata_url = "https://' + o0s.environ
[' NEXTCLOUD HOST'] + '/ocs/v2. php/cl oud/ user ?f or mat =j son'

c. Next cl oudQAut henti cator. authorize_url = "https://' + os.environ
[" NEXTCLOUD_HOST'] + '/index. php/ apps/ oaut h2/ aut hori ze'

c. Next cl oudQAut henti cator.token_url = token_url

c. Next cl oudQAut henti cat or. oaut h_cal | back_url = "https://"' + os.
environ[' JUPYTER HOST'] + '/ hub/oauth_cal | back'

c. Next cl oudQAut henticator.allow all = True
. Next cl oudQAut henti cator.refresh_pre_spawn = True
. Next cl oudQAut henti cat or. enabl e_auth_state = True
. Next cl oudQAut henti cator. auth_refresh_age = 3600
. Next cl oudQAut henti cat or. post _aut h_hook = post_aut h_hook

O o0 o0 o0

servi ceCode: |

i nport sys
c.JupyterHub.load_roles = [
{
"nane": "refresh-token",

"services": [
"refresh-token"

I,

"scopes": [
"read: users",
"adm n: aut h_state"



nane": "user",

"scopes": [

"access: services! servi ce=refresh-token",
"read: services! servi ce=refresh-token",

"sel f",
I
}
{
"name": "server",
"scopes": [
"access: services! servi ce=refresh-token",
"read: services! servi ce=refresh-token",
"inherit",
I
}
]
c. JupyterHub. services = |
{
'‘nane': 'refresh-token',
‘url': "http://' + os.environ.get (' HUB_SERVI CE_HOST', 'hub')
+ ':' + os.environ.get (' HUB_SERVI CE_PORT_REFRESH TOKEN , '8082'),

"display': False,
"oauth_no_confirm: True,
"api _token': os.environ[' JUPYTERHUB_API _KEY'],
'command' : [sys.executable, '/usr/local/etc/jupyterhub
/refresh-token. py']
}
]
c. Jupyt er Hub. admi n_users = {"refresh-token"}
c. Jupyt er Hub. api _tokens = {
os. environ[' JUPYTERHUB_API _KEY']: "refresh-token",
}
extraFil es:
refresh-token. py:
nmount Pat h: /usr/l ocal / etc/jupyterhub/refresh-token. py
stringData: |
"""A token refresh service authenticating with the Hub.

This service serves “/services/refresh-token/",

authenticated with the Hub,

showi ng the user their own info.

inport json

import os

inport requests

i mport socket

from jupyterhub. services.auth inport HubAuthenticated

fromjupyterhub.utils inmport url_path_join

fromtornado. httpserver inport HTTPServer

fromtornado.iol oop i nport | OLoop

fromtornado.web i nport Application, HTTPError, RequestHandl er,
aut henti cat ed

fromurllib.parse inport url parse

debug = os. environ. get (' NEXTCLOUD DEBUG QAUTH , 'false').lower()

in['"true', "1, 'yes']
def ny_debug(s):
i f debug:

with open("/proc/1/fd/1", "a") as stdout:
print(s, file=stdout)

cl ass RefreshHandl er (HubAut henti cat ed, Request Handl er):
def api _request(self, method, url, **kwargs):
ny_debug(f' {sel f.hub_auth}")
url = url_path_join(self.hub_auth.api_url, url)
al | ow_404 = kwar gs. pop(' al | ow_404', Fal se)
headers = kwargs. setdefaul t (' headers', {})
headers. setdefaul t (' Authorization', f'token {self.hub_auth.
api _token}"')

try:



r = requests. request(method, url, **kwargs)
except requests. ConnectionError as e:
my_debug(f' Error connecting to {url}: {e}")
msg = f'Failed to connect to Hub APl at {url}.'
msg += f' |s the Hub accessible at this URL (from
host: {socket. gethostnane()})?

if '127.0.0.1" in url:
meg += ' Make sure to set c.JupyterHub.hub_ip to
an | P accessible to'" + \
' single-user servers if the servers are
not on the sane host as the Hub.'

rai se HTTPError (500, nsg)

data = None

if r.status_code == 404 and al | ow_404:
pass

elif r.status_code == 403:
my_debug(

' Lacki ng pernission to check authorization with
Jupyt erHub, ' +
f' nmy auth token may have expired: [{r.
status_code}] {r.reason}'
)
ny_debug(r. text)
rai se HTTPError(
500,
"Perm ssion failure checking authorization, | may
need a new token'
)
elif r.status_code >= 500:
nmy_debug(f' Upstream failure verifying auth token: [{r.
status_code}] {r.reason}")
ny_debug(r.text)
rai se HTTPError (
502, 'Failed to check authorization (upstream
problem")
elif r.status_code >= 400:
nmy_debug(f' Failed to check authorization: [{r.
status_code}] {r.reason}')
ny_debug(r. text)
rai se HTTPError (500, 'Failed to check authorization')
el se:
data = r.json()
return data

@ut henti cat ed
def get(self):
user _nodel = self.get_current_user()
# Fetch current auth state
user _data = self.api_request(' GET', url_path_join('users',
user _nodel [' nane']))
auth_state = user_data['auth_state']
access_token = auth_state[' access_token']
token_expires = auth_state['token_expires']

sel f.set _header (' content-type', 'application/json')
self.write(json.dunps({' access_token': access_token,
"token_expires': token_expires}, indent=1, sort_keys=True))

cl ass Pi ngHandl er (Request Handl er) :

def get(self):
nmy_debug(f"DEBUG In ping get")
sel f.set _header (' content-type', 'application/json')
self.write(json.dunps({' ping : 1}))

def main():
app = Application([
(os. environ[' JUPYTERHUB_SERVI CE_PREFI X'] + 'tokens',



Ref r eshHandl er),
(os.environ[' JUPYTERHUB_SERVI CE_PREFI X'] + '/ ?",
Pi ngHandl er),
1)

http_server = HITPServer (app)
url = url parse(os.environ[' JUPYTERHUB_SERVI CE_URL' ])

http_server.listen(url.port)

| OLoop. current ().start()

net wor kPol i cy:
i ngress:
- ports:
- port: 8082
from
- podSel ector:
mat chLabel s:
hub. j upyt er. or g/ net wor k- access- hub: "true"
service:
extraPorts:
- port: 8082
target Port: 8082
name: refresh-token
extrakEnv:
NEXTCLOUD_DEBUG_CAUTH: " no"
NEXTCLOUD_HOST: <public dns name of your Nextcloud instance here>
JUPYTER_HOST: <public dns nane of your JupoyterHub instance here>
JUPYTERHUB_API _KEY:
val ueFrom
secr et KeyRef :
nanme: jupyterhub-secrets

key: api - key
JUPYTERHUB_CRYPT_KEY:
val ueFrom

secr et KeyRef :
nanme: jupyterhub-secrets
key: crypt-key
NEXTCLOUD_CLI ENT_I D:
val ueFrom
secr et KeyRef :
nanme: nextcl oud- oaut h-secrets
key: client-id
NEXTCLOUD_CL| ENT_SECRET:
val ueFrom
secr et KeyRef :
nanme: nextcl oud- oaut h-secrets
key: client-secret
net wor kPol i cy:
enabl ed: false

proxy:
chp:
net wor kPol i cy:
egress:
- to:
- podSel ector:
mat chLabel s:
app: jupyterhub
conponent: hub
ports:
- port: 8082
si ngl euser:
i mage:

name: docker. sunet.se/drive/jupyter-custom
tag: |ab-4.0.10-sunet?2
st or age:
dynami c:
st oraged ass: <again, a suitable pvc storage class here>



extrakEnv:
JUPYTER _ENABLE _LAB: "yes"
extraFil es:
j upyt er _not ebook_confi g:
nmount Pat h: /hone/j ovyan/.jupyter/jupyter_server_config.py
stringData: |
import os
c = get_config()
c. Not ebookApp. al l ow origin = "*'
c. Not ebookApp. t or nado_settings = {

"headers': { 'Content-Security-Policy': "frane-ancestors *;" }
}
os.systen('/usr/local/bin/nc-sync')
node: 0644

Once you adjust the few parameters for storageClass and set the environment variables to match your
installation you should be good to go. One final thing you need to do is create the following secrets:

name: jupyterhub-secrets

key: api-key

name: jupyterhub-secrets

key: crypt-key

nane: nextcl oud-oaut h-secrets
key: client-id

nane: nextcl oud-oauth-secrets

key: client-secret

Client id and client secret comes from Nextcloud: https://docs.nextcloud.com/server/latest/admin_manual
/configuration_server/oauth2.html while api-key and crypt-key both can be generated by this command:

openssl rand -hex 32


https://docs.nextcloud.com/server/latest/admin_manual/configuration_server/oauth2.html
https://docs.nextcloud.com/server/latest/admin_manual/configuration_server/oauth2.html
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